31 Oct 2003

From:
LtCol O.R. Lovejoy, MARFORPAC G-3 

To:
IO OAG Working Group

Subj:
INFORMATION OPERATIONS OPERATIONAL ADVISORY GROUP (IO OAG) WORKING GROUP AFTER ACTION REPORT 21-24 OCT 03

Encl:
(1) CMC ALMAR 021/01 dtg 051600ZJUN01


(2) HQMC PP&O message dtg 191650ZJUN01

(3) MSG dtg 100040ZSEP03 MFP Message announcing IO OAG 

(4) MSG dtg 0320122ZOCT03 MFP Message finalizing IO OAG

(5) IO OAG Points of Contact (24 Oct 03)

(6) IO OAG Charter

1.  Administrative data
Purpose:
IO OAG Working Group meeting

Dates:

21-24 Oct 2003

Location:
Conference Room 300, MCCDC HQ Bldg, Quantico, VA

Attendees:
The IO OAG Working group had superb attendance and representation from the operating forces and supporting establishment.

Thirty-five personnel attended the IO OAG Working Group.  Representatives included: MARFORPAC, MARFORLANT, MARFSTRAT, MARCENT, I, II, & III MEF Reps, MCIA, TECOM, MCCDC, WDID, MR&A, MCSB, MMCWL, EWTGLANT, and HQMC. 
LIST OF ATTENDEES

ORGANIZATION

RANK, NAME

PHONE NUMBER

MARFORPAC G-3 

LtCol Owen R. Lovejoy
DSN 315-477-8625

MARFORPAC G-3

Maj Wes Frasard

DSN 315-477-8625

MARCENT (Tampa) G-3
Maj Doug Klemm

DSN 968-8933

MARFORLANT

LtCol Dave Foster

757-836-1625

MARFORLANT

Maj Micheal J Kennedy
757-836-1625

MARFORSTRAT

Col Mark Freitas

DSN 271-8763

MARFORSTRAT

Maj R D Robison

DSN 271-8763

I MEF



Col Larry J Richards
DSN 365-2598

I MEF 



LtCol Dave Litaker

408-981-1379

II MEF 


LtCol James F McNeive
910-451-8826

II MEF 


LtCol Doug H Fairfield
910-451-0036

II MEF 


CWO3 Steven J Gross
910-451-8195

III MEF 


LtCol Laurent Baker

DSN 633-9209

11th MEU


Capt James A Kidd

760-763-3508

CETO



Mr Charlie Borchini

703-782-0452

Marine Crypto Spt Bn
Maj Turcott


202-271-2134

MCIA



Ms Deb Stanislawski
301-669-3518

MCIA



Mr Tony Tinsley

703-693-5418

MCCDC TECOM

SSgt Misael Beltran

703-784-9793

MSTP



LtCol Earl J Robertson
703-784-0285

MSTP



Mr Tom Neis


DSN 278-4141

MCCDC/DOC

Maj James McGinley
703-784-4811

M&RA



Maj Chris Dowling

703-784-

HQMC (PA)


Maj Francis P Piccoli
703-614-1494

HQMC (Intel)


LtCol Donna Bergstrom
703-693-9224

HQMC (Intel)


LT Greg Winger

703-693-5418

HQMC (SJA)


LtCol Brett Barkey  

703-614-6779

HQMC (PPO-PLI)

LtCol Dave Wilbur

703-692-4326

HQMC (PPO-PLI)

Maj Joe Paschall

703-692-4329

HQMC (PPO-PLI)

Capt Shawn Cunningham
703-692-4322

HQMC (PPO-PLI)

Mr Ray Griggs

DSN 222-4322

HQMC C4


Ms Allison Eggers

DSN 223-3490

EWTGLANT


Maj Frank Sanders

DSN 253-8685

EWTGLANT


GySgt Daniel Durham
DSN 253-7748

2. Agenda:

21 October 03

0730-0750 
Check-in, [MARFORPAC]

0750-0800 
Introduction & Welcome Aboard [MARFORPAC]

0800-0900 
IO Update [MFP-LtCol Lovejoy]

0900-1100 
IO OEF/OIF Lessons Learned [I MEF-Col Richards]

1100-1300 
LUNCH

1300-1500 
OEF IO OEF/OIF Lessons Learned [I MEF-Col Richards]

1500-1600 
IO Universal Needs Statement (UNS) STATUS [PLI-LtCol Wilbur]

1600-1800
MARFORPSTRAT Overview [MARFORSTRAT-Maj Robison]

22 October 03

0730-0830 
IO Structure Investment Plan [PLI-Capt Cunningham]

0830-1130 
IO OEF/OIF Lessons Learned [TF TARAWA-LtCol McNeive]

1130-1300 LUNCH

1300-1400
IO OEF/OIF Lessons Learned [TF TARAWA-LtCol McNeive]

1400-1830
USMC USSOCOM IO Collaboration [PLI-Maj Paschall]

23 October 03

0800-0830 
Review IO OAG Charter [MARFORPAC-LtCol Lovejoy]

0830-1130 
Operationalizing IO Forum [MARFORPAC-LtCol Lovejoy]

1130-1300 
LUNCH

1300-1500 
IO OAG Deliverable/Wrap-Up [MARFORPAC-LtCol Lovejoy]

1500-1530 IO Course Overview [EWTGLANT-Maj Sanders] 

1600-1730
MCSB OIF CNO Brief [MCSB-Maj Turcott]

24 October 03

0800-0900
IO T&R Manual Development Plan [TECOM-SSgt Beltran]

0900-1000
Conference Wrap-up [PLI-LtCol Lovejoy]
Overview:  This was the second meeting of the IO OAG.  The Marine Corps has gained a wealth of knowledge and operational experience in IO over the last eighteen months.  MEU, MEB, and MEF sized MAGTFs coordinated and conducted IO in support of the execution of 1003V OPLAN during OIF/OEF.  The IO OAG focused on presenting, analyzing, and discussing OIF/OEF IO lessons learned.  Specifically, the IO Officers from the 24 MEU-Maj Paschall, Task Force Tarawa-LtCol McNeive and CWO3 Gross, and I MEF-Col Richards and LtCol Litaker gave presentations on IO in support of MAGTF operations.  After reviewing OEF/OIF lessons learned, the IO OAG focused on developing a POA&M to improve MAGTF IO capabilities.

The goals of this OAG meeting were: 

· Operationalize IO for MAGTFs and develop and updated Plan of Action and Milestones (PAO&M) to provide MAGTFs improved IO capabilities.

· Review the IO OAG Charter and Universal Needs Statement (IO UNS) status.

· Discuss IO support for CJTF-IZ and III MEF in support of ongoing operations and OPLANs.

· Allow the operating forces and supporting establishment a forum for sharing information and analyzing issues concerning IO.

· Determine, develop and prepare items for presentation to the CEAB in December 03.  The IO OAG develop the following items for the CEAB:

· IO OAG Update (POA&M)

· Tactical PYSOP capability for MAGTFs proposal

· Review and gain consensus on the IO Structure Investment Plan (SIP)   

Highlights of this year’s IO OAG working group were:

· Continued to strengthened the HQMC, MCCDC, MARFOR and MEF working relationships on IO issues

· Gained general consensus on a USMC way ahead for IO

· Addressed the full range of DOTMLPF IO-related matters

· Established broader understanding of IO operational and institutional needs.

· Consensus on standard T/O for a MEF IO cell

IO Structure Investment Plan (IO SIP):  Capt Shawn Cunningham gave a presentation on the current USMC Structure Investment Plan.  IO OAG was receptive to the plan and were asked to provide comment and feed back to PP&O.  


Highlights of the IO SIP discussion were:

· MEF IO CELL-The IO OAG reviewed the I MEF IO Cell T/O used to support 1003V execution OIF/OEF.  After reviewing the I MEF T/O IO Cell, the OAG agreed on a standard MEF sized IO Cell.  This IO Cell T/O consists of a core of active duty “full time” IO personnel and C-coded “wartime” billets.

· The SIP discussion also covered sourcing MEU IO Officer support.  The OAG discussed holding the structure for the MEU IO Officer at the MEF and providing a trained IO Officer to each MEU(SOC) 180 day prior to deployment.  This would be a plus up of three officers in both I and II MEF and two officers for III MEF to source the IO Officers for the 31st MEU(SOC). 

· The IO OAG also discussed developing IO Cell T/Os for a MEB and MEU.

· The IO OAG discussed globally souring IO support to a Marine MAGTF supporting CJTF-IZ and III MEF as CMEF.

· The current IO SIP is not focused on the operating forces.  The current IO SIP has forty-seven 9934 IO Officer billets.  Only twelve of these billets are in the operating forces (MEFs and MARFORs).  Most of these billets are joint billets and billets for the supporting establishment (JIOC, STRATCOM, EUCOM, CENTCOM, SOCOM, JFCOM, JWAC, PACOM, EUCOM, JTF-CNO, JS DDIO, USASOC, MCWL, and MCNOSC, TECOM,  PP&O, etc).  This leaves little support for the Marine Warfighter to draw on.   Supporting the joint agencies does not provide support to the MAGTF commander unless the MAGTF is designated as a JTF.  The JIOC, and STRATCOM IO teams do not normally support the MAGTF.  In many OPLANs, the MAGTF normally serves as a MSC under the Combined Joint Force Land Component Commander.  It will be difficult to pull Marine IO Officers from Joint billets to support the MEF warfighter during conflict.  

IO Training: There were two presentations on IO training during this year’s OAG. 

 The first IO training presentation was an overview of the EWTGLANT IO course by Major Sanders and GySgt Durham.  After this presentation, the IO OAG unanimously agreed that this course was focused at the tactical level and was appropriate for a MEU and MEB sized MAGTF.  This course is taught at the GENSER SECRET level and is an outstanding course for IO Planners that are supporting MEU(SOC)s.  Many of the MEU(SOC) IO Officers are Captains and they do not normally possess a TS(SCI) Clearance required for the Joint Information Warfare Staff Officer Course (JIWSOC). The OAG also unanimously agreed that an additional MOS 9932 “Tactical IO Planner” should be created for graduates of this or similar courses (LIWA, FIWC).  The OAG recommended that this MOS be granted for both officers and enlisted IO planners. 


The second presentation was on the development of an IO T&R Manual by SSgt Miseal Beltran from TECOM.  This presentation was an overview of TECOM and the T&R manual development process.  The IO T&R Development Conference/meeting is scheduled for March 04.  SSgt Beltran said that the IO Mission Performance Standards (MPS) would be incorporated into the T&R Manual.

The IO OAG also gained consensus that the IO MPSs that were developed two years ago should be approved and published by TECOM or PP&O.

Doctrine Update: The revision of DOD IO policy, DOD Directive 3600.1 remains unsigned. There is currently no staff action on JP 3-13, IO. The Marine Corps Service IO concept, titled Concept for Information Operations, was signed Apr 02. Marine Corps Warfighting Publication (MCWP) 3-40.4, MAGTF Information Operations was signed Jul 03. Additionally, MCWP 3-33.1, MAGTF Civil-Military Operations was signed Apr 03. All doctrinal publications are available for review on the MCCDC/Doctrine website at https:www.doctrine.usmc.mil. Recently signed Naval doctrine includes NWP 3-13, Navy IO, signed Jun 03, and TACMEMO 3-12.2-02, PSYOP for Navy Planners, signed Oct 03.

Current initiatives. IO-related doctrine under revision or development during FY04 include: MCWP 3-33.3, Public Affairs; MCWP 3-40.6, Psychological Operations (US Army FM 3-05.30); MCRP 3-40.6A, PSYOP TTP (US Army FM 3-05.301); MCRP 3-40.6B, PSYOP TTP (US Army FM 3-05.302); and, MCRP 3-33.1A, Civil Affairs TTP (US Army FM 3-05.401). 

Psychological Operations (PsyOps).  After presentations by Col Richards-I MEF, LtCol McNeive-II MEF (Task Force Tarawa) and Maj Paschall-24 MEU on MAGTF IO during OEF/OIF, the IO OAG unanimously agreed that MAGTFs should possess an organic tactical PsyOp capability.  Major Paschall gave a presentation on PsyOp support for the MAGTF.  This presentation covered the UNS for Tactical PsyOp support for MAGTFs.


An overview of Major Paschall’s presentation was as follows:

· The overwhelming success of PSYOPs during OEF and OIF highlighted the need for PSYOP support to the MAGTF.  Concurrently, the worldwide demand for PSYOP forces has expanded.  The increased demand on a finite number of USSOCOM PYSOP forces (4th Psychological Operations Group (4th POG) Active Army and 2 X POGs in the Army Reserve) reduces the availability of USSOCOM PYSOP forces to support to the Marine Corps.  MAGTFs have filled this void by acquiring their own organic tactical PSYOP capability.  An example of this was 24th MEU(SOC) experience with TF Tarawa in OIF.  Prior to their SOCEX and deployment, the 24th MEU(SOC) purchased several man-pack tactical broadcast systems (loud speakers) and used these extensively in Iraq.  Presently, the Marine Corps has no requirement to duplicate radio or television broadcast capabilities provided by theater level PSYOP assets in General Support.   

· The Marine Corps PSYOP initiative/way ahead should not duplicate 4th POG’s capability.  The Marine Corps PsyOps should provide MAGTFs an organic capability to disseminate specific messages to target audiences rapidly during an operation to shape the battle space and protect the force.  The Marine Corps should continue to fully leverage theater level PSYOP support.

· The shortage of USSOCOM PSYOP forces and support of MAGTFs is primarily Tactical PSYOP Detachments (TDPS).

· PP&O has three DRAFT COAs to provide Marine tactical PSYOP support to the MAGTF (See Tab A).

· COA1 Minimal Active Duty

· (2 Active Duty PSYOP Planners at each MEF and 3d & 4th CAG with 2 Tactical PSYOP Dets (18 PSYOP trained Marines per CAG)

· COA2-Tactical PSYOP Company at MEFs

· (5 Officer & 35 enlisted in each Co)

· COA3-Tactical PSYOP Dets with Reserve “Reachback”

· Each MEF has an Active Duty Tactical PSYOP Det (MO-1, ME-13) with Dets (MO-1, ME-9) in 3rd & 4th CAG

· COA4-Col Richards recommend that COA3 be deleted and a 4th COA be developed.  This COA was a “USMC Tactical PsyOp Company” stationed at Ft Bragg with 4th POG.  This Company globally sources all MEU/MAGTF tactical PsyOp support.

· PP&O recently established the 9955 Psychological Officer additional MOS to identify and track PSYOP trained personnel.  PP&O plans to coordinate, fund, and control all USMC PSYOP training.  This includes sending Marine PSYOP Planners to the U.S. Army PSYOP Officer Course (one month MOS producing course) in Ft. Bragg, NC and/or the Joint PSYOP Planner Course at Hurlburt AFB, FL (1 week familiarization course).
· The PsyOp UNS stated that Marine Tactical PsyOp capability should not have a production capability.  Mr. Borchini (COL USA/ret) former 4th POG commander USA (ret) emphatically stated that any organic USMC tactical PsyOp unit/capability should possess some limited production capability for sound/voice, video or print/handbills.

· The other PsyOp requirement was that the MARFORs should solicit the MEFs for their required PsyOp support for the next year and forward their requirements to PP&O to assist in sourcing this support.  Also USMC PsyOp support requirements should be sent to PP&O so there is a record of support or non-support.  This can provide the Marine Corps info if there is a Title X issue with USSOCOM PysOp support or USMC development of a tactical PsyOp capability.

· PsyOP, Civil Affairs, and Public Affairs need to be coordinated together and mutually supporting.      

Civil Affairs:  I MEF, TF Tarawa, and 24 MEU(SOC) all discussed the use of CA to support IO and Stability and Support Operations (SASO).  Col Richards, LtCol McNeive and Maj Pashall all brought up several similar points concerning CA in support of IO.  Highlights of these points are:

· CA forces are great planners and coordinators.

· CA operations are a drain on combat power (security forces, logistics, engineer, transportation, and medical assets).  

· CA planners are great at conducting CA assessments as to what needs to be accomplished to restore services, repair infrastructure and reestablish governmental functions.  

· CA should be focused on tangible results that the populous can see.

· CA efforts need to be tied closely with Public Affairs and the two need to be mutually supporting.

· Major Paschall’s comment about “building a soccer field a day” and getting the CA Officer to have at least one CA project per day was an excellent example of using CA at the tactical level to reach out to the local populous.

· CA forces used in OIF/OEF have been activated and served their two years.  The USMC CA forces reside in the reserve.  Activating the 3 and 4th CAG will be difficult because the Marines in these units have served their two-year reserve call-up.

· CA should be incorporated into Major exercises at the MARFOR, MEF, MEF, and MEU(SOC) levels.  The MARFORs and MAGTFs should have habitual established relationships with the 3d and 4th Civil Affairs Group (CAG) that support them.  MARFORPAC and MARFORLANT should consolidate their CAG support for FY-04/05.  This will identify the requirement in a timely manner to allow the MARFORES to support.

Public Affairs (PA):  The OAG had great representation from HQMC on Public Affairs.  I MEF, TFT, and the 24 MEU all echoed that integrating and incorporating PA to support the MAGTF operations and assist in counter-propaganda was vital to the successful conduct and integration of IO.  Each MAGTF mentioned that the embedded media plan was an overall success and most journalists agreed and generally complied with rules and were conscious of OPSEC regulations.  The OPSEC officer and PAO need to work closely together to ensure that classified/sensitive material is not inadvertently released to the media.


The OAG also discussed PsyOp and PA relationship.  Major Piccoli mentioned that the PA community is moving closer to supporting maneuver as well as supporting the media during MAGTF operations.   The PsyOp Officer and PAO need to work closely together to understand how each IO discipline is being employed to support the overall scheme of maneuver.


The IO OAG also agreed that PAO personnel should attend IO training ( JIWSOC and EWTG IO course).

Combat Camera:  I MEF, TFT, and the 24 MEU(SOC) specifically mentioned the value of Combat Camera in support of IO.  Here are several highlights on Combat Camera discussions during the OAG

· Combat Camera is under the cognizance of the G-3.

· Combat Camera has limited production capability.

· Combat Camera could support some limited production in support of PsyOps.

· All MARFORs and MAGTFs should plan to exercise their Combat Camera assets during peacetime.

· The IO OAG needs to ensure that their commands strongly endorse the TIP on the Advocates Requirements List (ARL).  Major Jerome Core is the lead at MCCDC for the TIP. 

· Combat Camera footage can be a priority for the MAGTF commander “Jessica Lynch Rescue and TF-20”.  Planners need to ensure that Combat Camera is integrated into all operations. 

· Combat Camera, PA, CA, and PsyOps all must be planned, coordinated, de-conflicted and mutually supporting.

· PAO only maintains photo records for 30 days.  Combat Camera retains photos indefinitely.

· LtCol McNeive also mentioned that Combat Camera should have a night time capability and the bandwith to send pictures over-the-air transmission/over-the-radio (OTAT/OTAR)

· Combat Camera enlisted Marines should go to the EWTG IO course.

OPSEC:  The OAG discussed OPSEC in support of OEF/OIF.  All three MEFs and MARFORs realized the importance of a strong OPSEC and command information program.  I MEF discussed lessons learned from River City in preparation for OIF.  


One topic of discussion was outsourcing “civilianizing” an OPSEC officer at HQMC and the MARFORs.  Much like the Command Security Manager, this would provide continuity and expertise in building and maintaining a strong command OPSEC program. 

Action.  The attached POA&M covers the actions to be accomplished by the IO OAG working group over the next year:

	Action Date
	Proposed Action
	Lead
	Remarks

	Nov 03
	Tactical Psychological capability for MEU(SOC)s
	Lead PP&O (PLI)
	•27 Oct 03 MFP send out tactical psychological UNS, COAs, and INFO PAPER to OAG members via email.
•NLT 27 Nov request commands review of concept and COAs by MEFs, MARFORS, MCCDC, MANPOWER, and PP&O NLT  message to PP&O in the OAG AAR message

•Dec 03-Brief OUTCOME to next CEAB

	7 Nov 03
	SIP Feedback from operating Forces
	MFP
	•MEFs review the OAG proposed T/O
•MARFORs collaborate on T/O

•Respond via e-mail to HQMC PLI

	15 Nov 03
	IO support for CJTF-IZ 
	I MEF
	•ID requirements
•Source requirements

•Sustain requirements

•PAX w/I to be filled by Jan 04 for I MEB IO Cell.

	30 Nov 03
	Formally request and coordinate annual Psychological Operations support for exercises
	MFP & MFL
	•Publish message to MEFs requesting prioritized input for annual PYSOP support requirements to support exercises and operations (SOCEX, MEFEX, UFL, BK, CG, BS, IL etc..) Over next 24 months.
•Consolidate requirements and send message to PACOM/PP&O  

•Attend Single Source Psychological Operations Conference 

	TBD

(30 Nov 03)
	Global IO support for CMEF
	MFP
	•More MSC in support
•More LNOs to be sent out

•More Kinetic actions

•More robust cell than normal

•Global Source? Timeline for Support of Exercises or Commitments

	30 Nov 03
	IO MPS
	PLI
	Restaff MPS

	30 Nov 03
	IO ALMAR
	PLI
	Publish ALMAR on IO refining guidance on USMC and IO

	NLT(30 Nov 03)
	Incorporate CAG support for Exercises and Ops
	MFP/PP&O
	

	1 Dec 03
	Consolidate SIP feedback and retransmit as a task
	HQMC PLI
	•CMC DMS message

	3 Dec
	CEAB
	MFP
	•Brief IO OAG outcome (SIP, PSYOP)

	15 Jan 04
	Staff and provide feedback/ concurrence on SIP
	HQMC, SE, MARFOR, MEF
	•Respond via DMS to HQMC PLI

	21 Jan 04
	MIOWG/IO OAG quarterly VTC
	PLI
	

	Feb 04
	MROC 
	PLI
	MROC Decision Memorandum to TFSD

	Mar 04
	IO T&R Conference
	TECOM
	

	Apr 04
	Next IO OAG
	
	•Where? NCR
•When? April 04

•Admin? PLI

•Req? SCIF Facility OAG 2 days, STO 1 day

	Apr 04
	Marine Corps Order for IO
	PP&O
	•Re-staff old DRAFT MCO for review (View in Nov 03)
•Add STRATCOM

	Jun 04
	99XX(32) MOS
	PLI
	•Tactical IO Planner MOS for MEU – Initial IO MOS – Both Officer and Enlisted


Very Respectfully,

O.R. Lovejoy

LtCol  USMC





















































































































































