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 Executive Summary

The Protection Joint Functional Concept (PJFC) describes how the Joint Force (JF) integrates key capabilities necessary to effectively protect personnel, information, and physical assets of the United States, deployed forces, allies and friends.  Successful protection is determined by the ability to sense adversary activities, understand their impact on Joint Force operations, and make timely and appropriate decisions to execute capabilities to neutralize or mitigate adversary effects.  To implement future Joint Force protection, the Protection Joint Functional Concept identifies three Mission Capability Areas (MCAs):  Protect Personnel, Protect Physical Assets, and Protect Information.  These Mission Capability Areas, which are groupings of task-related mission capability elements, provide a synergistic effort to identify and develop protection capability enablers.  In order to optimize protection, these capabilities must have the following attributes: fully integrated, networked, persistent, and effective.  Their development and employment will focus on ensuring the Joint Force is provided with the maximum opportunity to conduct operations. 

The Protection Joint Functional Concept will provide the basis for future military experiments and exercises to enhance protection operations conducted by the Joint Force.  The key protection activities are detect, assess, warn, defend, and recover.  These activities are the basis upon which the future protection process relies:  persistent detection of threats in an integrated, shared, understanding of the battlespace, and on timely dissemination of accurate decisions, warnings, and taskings to allow the Joint Force to protect itself against specific attacks/threats.  The Joint Force must be capable of gaining in depth information of the region and the adversary using forward presence over time preceding crisis operations.  Protection is composed of a variety of active and passive measures (e.g., weapons, armor, camouflage, stealth, pre-emption, deception, etc.) in the air, land, sea, space, and cyberspace domains.  Protection must be proactive, focused, and conducted by integrating military and cross government capabilities against our adversaries.  This will enable the Joint Force to maintain operational readiness and respond globally, when and where required. 

Protection is a process, a set of activities and capabilities by which the Joint Force protects personnel (combatant/non-combatant), information, and physical assets against the full spectrum of threats.  The Joint Force will achieve this through the scaled and tailored selection and application of multi-layered, active and passive, lethal and non-lethal measures, within the air, land, sea, space, and cyberspace domains, across the Range of Military Operations, based on assessment of an acceptable level of risk.  The Joint Force must protect itself starting from point-of-origin, continuing through transit, employment, sustainment, and redeployment.  The goal is to prevent adversaries from employing capabilities that would restrict or prevent the Joint Force from conducting decisive actions at a time and place of our choosing. 

The Protection Joint Functional Concept supports Joint Force operations deriving tasks and attributes from the Joint Operating Concepts (Major Combat Operations, Homeland Security, Strategic Deterrence, and Stability Operations) and by leveraging and supporting the complimentary functional concepts (Focused Logistics, Force Application, Joint Command and Control, and Battlespace Awareness).  It is supported by enabling concepts for Theater Air & Missile Defense, Homeland Air Security, and Chemical, Biological, Radiation, and Nuclear Defense (CBRND), which describe in greater detail how these capabilities contribute to protection and link to the supporting integrated architecture against which applicable doctrine, tactics, techniques, procedures, and programmatic assessments can be made. 

Preface

The future joint force will operate in a complex and uncertain security environment.  It will be global in nature and will emphasize asymmetric threats, which will possess weapons of ever increasing power.  The proliferation of technology will allow international organizations, nation states, rogue states, and terrorist organizations more influence over this environment.  The joint force will need to adapt to this more threatening security environment. 

The Joint Requirements Oversight Council (JROC)-approved Range of Military Operations (ROMO) identifies 43 activities for which the joint force prepares.  The ROMO reflects this changed security environment and is the foundation for the development of Joint Operations Concepts (JOpsC) – a strategic guidance document that details the Chairman’s vision of achieving Full Spectrum Dominance in the joint force.  JOpsC serves two roles.  First, JOpsC is an overarching concept paper that describes how the Department of Defense (DoD) envisions JF operations in the next 15-20 years.  Second, JOpsC identifies a family of joint concepts that describes the attributes and capabilities required for tomorrow’s joint force.  JOpsC guides the development of Joint Operating Concepts (JOC), Joint Functional Concepts (JFC), Joint Experimentation, and emerging capabilities.

This construct is the essence of the capabilities-based methodology for joint force development.  As you read and use this paper, it is important to understand its role in transforming the joint force and enhancing joint warfighting capabilities – two of the Chairman’s three strategic priorities. 

Chapter 1.  Statement of Purpose

"Defending our Nation against its enemies is the first and fundamental commitment of the Federal Government."

President George W. Bush 
1. Purpose.  The purpose of the PJFC is to help guide the transformation of the U.S. Armed Forces.  It is a description of how a future JFC will integrate a set of related military tasks to attain protection capabilities required across the ROMO.  It serves to amplify the protection function by outlining desired protection capabilities.  This concept gives broad guidance describing how the DoD Agencies/Unified Combatant Commands (COCOMS)/Services should plan, integrate, and provide protection to support the JF from its point-of-origin through deploying, employing, sustaining, and redeploying across the ROMO.  It also provides context to enable the development of an Operational Architecture (AO) that will support Joint Requirements Oversight Council (JROC)-level programmatic decisions addressing resource and force structure issues, by describing how current and emerging DoD Agency/COCOMS/ Service-level capabilities will support the JF’s protection mission area.  The PJFC further provides the basis for military experiments and exercises.  Once validated through experimentation, the PJFC will be used to influence subsequent concept development and JF development guidance that could result in Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, and Facilities (DOTMLPF) changes.  

2. Definition and Scope of Protection.  

a.  Derived from the current definitions of security and protection delineated in Joint Pub 01-2, and from the definition of full dimensional protection delineated in Joint Vision 2020, protection is a process, set of activities, or utilization of capabilities by which the JF protects personnel (combatant/non-combatant), physical assets, and information of the United States, allies and friends, required to ensure fighting potential can be applied at the decisive time and place against the full spectrum of threats.  The JF will achieve this through the tailored selection and application of multi-layered, active and passive, lethal and non-lethal, offensive and defensive measures, within the air, land, sea, space, and cyberspace domains, across the ROMO, based on assessment of an acceptable level of risk.
  Protection must be accomplished from deploying (point-of-origin, through transit, and into theater), through employment, sustaining, and, then if necessary, during redeployment.  The goal is to prevent the enemy from employing capabilities against the JF that would restrict, or prevent, the JF from achieving decisive results at a time and place of the U.S. leadership’s choosing. 
b.  Execution of protection operations in 2015 must be integrated with the overarching Joint Force operations construct, in which the ability to monitor, understand, decide and execute will be the cornerstone of success.  Protection operations will support JF operations through the application of active and passive defense capabilities that enable the JF Commander to effectively detect adversary actions; to assess accurately the actions in order to develop actionable intelligence; to warn friendly forces in a timely manner; to direct focused tasks in order to defend against adversary attacks, and when necessary, to recover in minimum time.  The relationship between JF operations and protection activities is reflected in Figure 1 below. 
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Figure 1: The Protection Construct

c.  Current protection efforts are characterized by channelized and sometimes conflicting efforts among the DoD Agencies, COCOMS, and Services.  These could create wasteful and potentially harmful technical and operational gaps.  Such efforts also tend to be stove-piped and broad-brushed in approach, which lead to manpower-intensive and reactive responses, low situational awareness, as well as horizontal and vertical gaps in protection capabilities.  To counter these issues, the DoD must unify its execution efforts across the spectrum of protection activities that enable the JF to perform its mission.  To achieve the level of protection required in 2015, the JF will need a fully-integrated, networked, persistent and effective approach towards developing and employing capabilities.  In this way, DoD Agencies, COCOMS, and the Services will achieve unity of effort and decision superiority with an ability to execute protection functions in a decentralized, but synchronized, manner.  Commanders must have realistic protection objectives so that the proper implementation of the protection function can occur.  These objectives will facilitate effective prioritization to ensure protection is provided where most needed in order to preserve operational readiness.  The future protection process relies on persistent detection of threats in an integrated, shared, understanding of the battlespace with an alert system that disseminates accurate and timely decisions, warnings, and taskings, allowing the JF to protect itself against specific attacks/threats.  This protection is comprised of a variety of active and passive measures (e.g., weapons, armor, camouflage, stealth, pre-emption, deception, etc.) in all domains (air, land, sea, space, and cyberspace).  Protection must be proactive, focused, and conducted in depth by layering integrated military and interagency capabilities against threat capabilities in a concentric manner tailored to each situation out of the full range of possible measures.

Chapter 2.  Timeframe, Assumptions, and Risks

"There are many threats against this nation and they will take many forms.  They range from the threat of major war to the faceless threat of terror"

2001 Quadrennial Defense Review 

1. Timeframe.  The PJFC focus is 2015, to influence evolutionary and revolutionary changes to U.S. protection capabilities by impacting programmatic decisions and focusing joint experimentation in an adequate timeline.

2. Assumptions.  The U.S. Armed Forces are in the process of transforming their protection capabilities from a threat-based model, which has dominated thinking in the past, to a capabilities-based model for the future.  As the U.S. military transforms its protection capabilities to exploit new opportunities, it must consider evolving trends and anticipated shifts in the future operating environment, information technologies, and organizational cultures.  Joint protection assumes that in the 2015 timeframe the following conditions will hold true:

a.  The increasing dependence on information processes, systems, and technologies will add vulnerabilities that must be defended.

b.  DoD will continue to invest in programs that leverage technology and new concepts to provide more effective joint protection operations and sustainment of U.S. forces. 

c.  The JF will be able to continue operating without fully developed, or with degraded protection capabilities.

d.  Other nations and agencies will cooperate with the U.S. to contribute required information to the protection process.  The JF will continue to depend heavily upon collaborative planning, shared knowledge, and synchronization with interagency and multinational partners.  Required users will have access to network information in a timely manner to support operational requirements as guided by security restrictions and policy guidance.

e.  Information fed into the protection network will be valid, the origin of the information (who input the information) will be determined and the quality of information will be such that timely and accurate decisions can be made.

f.  Increased dependence on space systems and technologies will add vulnerabilities that will require protection.

3. Risks
.  Risks associated with joint protection in 2015 include the following:

a. The loss of host nation or other regional intelligence assets may result in key gaps in the protection process.

b. The catastrophic failure of the protection process resulting in the lack of tactical warning may leave the JF vulnerable to open attack by an adversary.  

c. Adversaries that emphasize a “low-high” technological mix may present a significant challenge to the JF.  Low-technological threat options (e.g. some biological weapons) are available to small groups and individuals.  Some well organized groups and technologically advanced states may possess the capability to employ high technology threats (e.g., bio-engineered biological weapons); in either case the threat will attempt to exploit specific Joint Force vulnerabilities while avoiding over matching capabilities.

d. Risks may also exist with the U.S. between the active and reserve components and coalition allies.  Such risks include fratricide, synchronization, and decreased operational tempo.

Chapter 3.  Description of the Military Problem

 “The United States must be prepared for uncertainty and surprise. Because the first indication of a threat may come only when an attack occurs.”

Secretary of Defense Donald Rumsfeld
1.
  Strategic Environment.  As described in current and previous National Security Strategy (NSS) and National Military Strategy (NMS) documents, the highest priority of the U.S. military is to defend and protect the nation from national security threats and foreign aggression.  To meet responsibilities associated with protection of the U.S. homeland, deployed forces and global interests, DoD must simultaneously protect its personnel, physical assets and information in the U.S. homeland and abroad.  In addition, DoD will continue to work with interagency partners to develop and maintain the capability to respond to the use of Weapons of Mass Destruction (WMD) against U.S. citizens, and those citizens and military forces of U.S. friends and allies.  In this challenge, the U.S. faces a very dangerous and uncertain strategic environment that will continue to present difficulties in the future.  Increasing political, economic, ethnic, and religious divisions, the diffusion of power among hostile state and non-state actors (NSA), population growth and scarcity of natural resources, and the proliferation of very dangerous technologies and weaponry are dramatically increasing the range of threats to the U.S. and to the nation’s global interests.  These conditions are likely to endure and will both challenge and help shape the future JF as it develops the capabilities required for future protection operations.  Several problematic and evolving trends within the strategic environment underscore the need for change and form the backdrop against which DoD will operate while conducting operations in the 2015 timeframe.
a.
Military power will continue to be required to protect and advance U.S. global interests and commitments.  To that end, the JF must be capable of network centric, multi-directional and multi-dimensional operations; to meet this challenge, the Joint Force will be composed of lighter, more agile and rapidly deployable units capable of conducting distributed operations.  This force, while lighter, more agile, and more deployable will require, at a minimum, the same degree of protection that is provided by current systems.  The Joint Force will utilize significantly enhanced Battlespace Awareness to meet this future challenge. 

b.
JF battlespace will continue to be global and include cyberspace and space; 
c.
The use of asymmetric approaches which avoid U.S. strengths and attack U.S. vulnerabilities will continue to increase, requiring continued vigilance and a focus on protection by the U.S.;
d.
The scale of missile technology proliferation and the spread of Chemical, Biological, Radiological, Nuclear (CBRN) weapons and their means of delivery will increase, posing a burgeoning challenge to land, maritime, air, cyber, and space capabilities in the U.S. and abroad;

e.

DoD will continue to rely upon coordination and synchronization with interagency and multinational partners;

f.
Potential adversaries will have greater access to a global commercial, industrial, and information bases, providing them with capabilities to impede or defeat the capabilities or will of the U.S.;

g.
Potential adversaries will continue to adapt as U.S. capabilities evolve;

2.  Threats to U.S. Interests 

a. The threats to the U.S. will be difficult to predict and will come from a spectrum of both traditional and non-traditional entities.  There will be a persistent, unpredictable threat to the U.S., to its globally deployed forces, and those of its friends and allies.  The U.S. and its friends and allies face a range of state and non-state threats to its security – some known and some unknown – that fall into three broad categories: (1) hostile states using conventional or strategic capabilities; (2) hostile states employing asymmetric means of attack; and (3) non-state actors using asymmetric means of attack.  The technical advances [image: image6.png]


of hostile state actors and the diffusion of key technologies to non-state actors will endure and bring expanded capabilities to potential adversaries and increased risks to the U.S. and its allies.  Furthermore, the proliferation of technology and the continued advancement of weapons and delivery systems will provide destructive mechanisms and the ability to deliver them to an increasing number of adversaries, who will continue to threaten U.S. interests, population, and critical infrastructure.  

b. The destructive mechanisms of concern include, but are not limited to: nuclear fission and fusion devices; contagious and non-contagious biological agents; chemical agents; radiological dispersion devices; conventional (perhaps enhanced) and improvised weapons; cyber attacks; ground and space-based attacks on U.S. and friendly space systems, and the use of civil equipment and facilities as weapons.  Each of these has the potential to cause significant damage to U.S. interests, population, and critical infrastructure, and could be deployed by hostile states or NSA.  These threats to the U.S. could be delivered by numerous means.  Potential delivery means include, but are not limited to: special operations forces, ballistic missiles, cruise missiles, various unmanned or manned air, ground and sea vehicles and use of the internet to execute cyber attacks.  In addition, a weapon could be acquired overseas and smuggled (by any means) into the U.S., either fully assembled or in pieces.  Opponents of the U.S. in the emerging operational environment will continue to use unconventional tactics and are integrating terrorism into their warfighting strategy.  Terrorism is assuming strategic importance.  Today’s terrorists likely will have the capability to conduct information attacks, direct physical attacks, and, attacks on targets, using CBRNE assets, on U.S. soil, as well as on that of its friends and allies.  The people and resources of our military offer symbolic, high-value/high-impact targets for terrorists, particularly as military forces are employed against terrorists and their supporting nations or organizations.  Terrorist attacks may be part of a strategic campaign with no prohibited targets or restricted areas.  Terrorist elements may seek to exploit the unique potential presented by CBRNE or information attacks.  Terrorists will also focus (especially if a soft target) on U.S. embassies, forces, companies, and personnel abroad.

c. Potential adversary objectives will include: inflicting large numbers of American casualties; destroying significant property; disrupting the U.S. economy; creating psychological shock to reduce public support for specific U.S. policies; and impeding U.S. military deployment, command and control, or other activities.  Potential attacks by both hostile states and non-state actors will rely on financing, intelligence, planning, preparation, surprise, deception, asymmetric warfare and media focus.  They will cover the range of activities from acquisition of material and know-how to delivery of individual weapons, or coordinated attacks with multiple weapons of the same or different types.

d.
Future adversaries will attempt to surmount our technological advantages and bypass traditional military-to-military exchanges by conducting guerilla warfare, exploiting commercial and foreign space capabilities, threatening our space-based systems, interrupting the flow of critical information, denying access to strategic resources, and engaging in environmental sabotage.
  By interrupting our command and control nodes, threatening our strategic resources, attacking our critical environmental infrastructure and resources, or inflicting mounting casualties to erode morale and the will to persevere, an adversary can offset our numerous traditional strengths and mount a potent threat.  Friendly forces may be vulnerable to adversary attacks due to the heavy reliance on systems and sensors for detection and assessment of the environment. 

e.
It is likely that more than one aspiring regional power will have both the desire and the means to challenge the U.S. militarily.  They have increasing access to wealth, technology, and information, giving them potentially credible military capability and the ability to influence the minds of the masses.  Some may attempt to become dominant in a region, intimidating U.S. allies and friends, pursuing interests hostile to our own, and developing asymmetric capabilities, including WMD and the means to deliver them.
  

Chapter 4.  Synopsis of the Central Idea

 “The purpose of the U.S. Armed Forces is to protect and advance U.S. national interests and, if deterrence fails, to defeat threats to those interests.”
2002 Annual Report to Congress
1. The Protection Construct.  

a. Achieving the desired degree of joint protection requires the synergistic and collaborative application of protection activities, which are: detect, assess, warn, defend, and recover.  These activities, when applied synergistically, will comprise a process of integrated military tasks providing a focused solution that deters, prevents, or mitigates adverse effects on the JF.  The JF will achieve future joint protection through the collective effect of these activities across the air, land, sea, space, and cyberspace domains.  This approach integrated with the precise location and intent information on blue forces allows for the continuous interaction of activities, providing the JF with the required protection across the ROMO. 
b. The JF must continuously maintain a high level of friendly force situational awareness and simultaneously be able to detect, monitor, and track an adversary’s action.  This capability will provide constant situational awareness, which triggers action (either in assessment or in reaction) to changes in the environment that may be hostile to the JF.  Once detected and identified, analysis of the data allows the JFC and relevant decision-makers to further refine the threat by understanding who the adversary is.  The JFC must assess the capabilities arrayed against the JF.  Knowing this information allows the JFC and relevant decision-makers to re-focus detection capabilities to refine the understanding of, and/or predict, an adversary’s actions and likely effects of those actions on friendly forces -- anywhere and anytime.  The intelligence gained from this assessment will then allow the JF commander to decide on courses of action and if necessary issue warnings or tasks to applicable military and civilian authorities that enable adequate preparation prior to an attack.  Predictive intelligence will also enable DoD to procure future protection capabilities that will be better able to deter and, if required, help defend the JF from future attack.  The JF must be able to defend both passively and actively.  Passive protection measures aids in preventing, deterring, dissuading, or restricting an adversary from using a capability he would otherwise employ against the JF.  Should these passive measures fail to prevent/deter an attack the JFC will execute plans to actively defend against the threat employing active lethal and non-lethal, offensive and defensive measures, to protect personnel, information and physical assets of the U.S., deployed forces, allies and friends.  If an adversary’s attack is successful, the JF will conduct operations to mitigate the effects, and recover in a minimum amount of time.  The ability to receive an attack and quickly resume effective operations may, in and of itself, provide an additional deterrent effect. 
2. How the Protection Joint Functional Concept Leverages the Other Concepts

a. The Relationship Between Concepts 

(1) Joint protection, in conjunction with, and leveraging, the other functional concepts, capitalizes on new capabilities and processes that will defeat an adversary’s attempt to hide his intentions and capabilities, while establishing the conditions for the joint warfighter that will either prevent an adversary’s actions or manage/mitigate the effects of any attack, should one occur.  
(2) The Joint Operations Concepts (JOpsC) provides an overarching description of how the future Joint Force will operate across the entire range of military operations.  It is the underlying framework for developing subordinate joint operating concepts, joint functional concepts, enabling concepts, and assessment activities to validate subordinate concepts and capabilities based requirements.  JOCs provide the authoritative basis and guidance for FCs, which likewise provide the authoritative basis and guidance for supporting concepts.
  Supporting concepts are the most specific of military concepts and must be developed; must have experimentation conducted upon their precepts; and must be validated.  A supporting concept is a description of how a particular task or procedure is performed, within the context of a broader functional area (Protection in this case), using a particular capability, (i.e., a specific technology, training or education program, organization, or facility).  An enabling concept describes the accomplishment of a particular task that makes possible the performance of a broader military function or sub-function.
  It has sufficient detail to directly link current capabilities to the next generation of military capabilities.
(3) By serving as an overarching concept of protection, the PJFC facilitates integration of the supporting concepts that collectively address protection for personnel, physical assets, and information across the ROMO.  It provides a basis for future military experiments and exercises to enhance protection operations conducted by a JF.  After it has been validated, the PJFC may be used to provide guidance to the combat development process, or to provide context for the development and evaluation of the current and emerging DoD Agency/COCOMS/Service enabling concepts.

b. Relationship to Joint Operating Concepts.  A Joint FC is a description of how a future JF will integrate a set of related military tasks to attain capabilities required across the range of military operations.  It serves to amplify the protection function by outlining desired protection capabilities.  Joint functional concepts derive specific context from JOCs and promote common attributes in sufficient detail to conduct experimentation and measure effectiveness.  Protection has a direct relationship to the JOCs currently under development (Major Combat Operations, Homeland Security, Strategic Deterrence, and Stability Operations),
 each embracing the element of protection to achieve their desired effect.  Joint Operating Concepts are not executable without support from protection.  Protection is inextricably linked to each of the operating concepts.  Success or failure of the operating concepts is directly linked to how well protection provides the necessary capabilities to each.  The table at Appendix F shows the relationships between Protection and the Joint Operating Concepts. 
(1) Major Combat Operations (MCO)
.  With the increased emphasis on rapid, distributed, global force projection in support of MCO, it is vital that comprehensive protection of the JF is assured from locations of origin to points of employment.  Insofar as protection is concerned, the MCO JOC applies only beyond U.S. shores.  Protection of forces while in homeland areas, including the littoral, is the province of the Homeland Security JOC.  The Joint Force must integrate protection capabilities to effectively protect its deployed forces, information and physical assets as well as those of U.S. allies and friends from threats which include terrorist or special operations threats to forces, facilities, and critical infrastructure.  The Joint Force must also be prepared to manage consequences.  The requirement for providing commanders with knowledge and advanced warning of such threats and intentions is a common protection function supporting both the MCO and Homeland Security JOCs, and demands a seamless, coherent approach. 
(2) Homeland Security (HLS) 
.  Protection is the sum of all actions taken to prevent an adversary’s effect on the JF and the population the JF protects.  To ensure HLS responsibilities, the JF must protect all critical bases-of-operation, the forces that may be required for HLS, and other essential critical infrastructure.  Of particular interest are measures taken to deter CBRNE weapons and mitigate the effectiveness of their use if an attack occurs.  Key protection mission capability elements (as described but not limited to the examples in Appendix E) will assist civil authorities and will minimize effects on operational effectiveness. 
(3) Strategic Deterrence (SD).  Strategic Deterrence is the prevention of aggression or coercion by adversaries that could threaten vital interests of the U.S. and/or our national survival.
  Its relationship to the PJFC is the core ability to prevent an adversary’s actions, inextricably linking protection and deterrence.  Key protection mission capability elements (as described but not limited to the examples in Appendix E) will be used in association with WMD protection, maritime defense, and space capabilities protection. 
(4) Stability Operations (SO).  Stability Operations are military operations in concert with the other elements of national power and multi-national partners, to maintain or re-establish order, and promote stability.  Included are operations to ensure the safety of American citizens and U.S. interests while maintaining and improving our ability to operate with multi-national partners to deter hostile ambitions of potential aggressors.
  Stability operations help ensure unhindered access by the U.S. and its allies to a global economy.  These operations may include a wide array of tasks from combat operations, in order to remove isolated pockets of resistance, to peace enforcement, or security cooperation activities.  Key protection mission capability elements (as described but not limited to the examples in Appendix E) will be used in association with WMD protection, maritime defense, and space capabilities protection.
c. Synergy Derived from the Other Joint Functional Concepts.  The PJFC has a direct impact and influence on each of the other functional concepts.  Although the individual functional concepts outline desired capabilities and associated enabling concepts, each functional concept has mutual needs and required relationships from each other to function optimally.  The table at Appendix G shows the key relationships between Protection and the other functional concepts.  
(1) Battlespace Awareness (BA):  The ability to see the battlespace is critical to the execution of any military operation, including protection.  BA in 2015 will provide commanders and force elements with the ability to make better decisions faster by enabling a thorough understanding of the environment in which they operate and the adversaries they face.  This capability will allow leaders to prevent, deter and dissuade actors from courses-of action adverse to the U.S.  Further, our protection operations will be characterized by the ability to detect changes, or the absence of change, in an adversary’s baseline level-of-activity, made possible through enhanced global awareness.  As our awareness capabilities are modernized, JFC and decision-makers, at all levels, will be provided the information they need, when they need it, and how they need it.  These emerging capabilities also allow the JFC to “put the cursor over the target” as the need arises and dynamically refocus resources to better support protection operations.  This constant vigilance and dynamic refocusing of resources and analysis will be predictive to prevent surprise and enable pre-emption, when appropriate.  Once focused action has been taken, the system can resume a global situational awareness posture.  Although information flows in a natural cycle from global awareness to focused action to assessment and changed awareness, it is understood that focused action (using available instruments of national power – diplomatic, informational, military and economic) can begin at any point in the cycle.  Protection is dependent upon the BAJFC to delineate how the JFC and Service components will perform the detect, assess, and warn functions inherent in the protection mission.
(2) Force Application (FA).  Force application is the integrated use of maneuver and engagement to create those effects necessary to achieve the assigned mission objectives.  Effects are the physical or behavioral changes to a system caused by the application of military force.  The JFC employs precision lethal and non-lethal means to immediately and continuously pressure enemy forces, gain battlespace dominance, and achieve assigned objectives.  These actions occur in all domains.
  Protection operations delineated in the FAJFC impact defend, and recover functions of the protection construct.
(3) Joint Command and Control.  In order to manage the demands and risks of the modern strategic environment, JFCs will increasingly rely on their C2-related capabilities to bring appropriate capabilities to bear on an objective at the propitious moment.  By improving the performance of the collaborative C2 functions, the C2 capability will become more agile; where agility is characterized as being responsive, resilient, robust, flexible, adaptive and innovative. 
  It will permit the JFC to assess and plan multiple options, make timely, appropriate decisions and achieve decisive effects.  The JFC is better able to gain and maintain situational awareness, make decisions, and exercise authority and direction via a flexible, distributive and seamless system.  The application of C2 empowers and enables protection.  Protection operations must include the capability to have virtual connectivity from anywhere to anywhere, instantaneously, on JFC demand.  
(4) Focused Logistics (FL).  FL provides the JFC the right people, equipment and supplies in the right place, at the right time, and in the right quantity across the full ROMO.  A leaner, more agile distribution-based logistics system provides time-definite delivery of people and materiel in and out of the operational area using end-to-end distribution, total asset visibility, and the control and management of these resources.  Key to success is a network-centric logistics information system that provides timely and accurate information that both operators and logisticians use to integrate and synchronize operations and logistics across the JF, Services, and DoD agencies.  This logistics information system not only establishes a common picture for logisticians, but it supplies vital information to the JFC’s own Common Operating Picture.  The information produced from the logistic information system feeds the “detect” function as well, and then serves as a conduit in the “warn” function.  The ability to protect rapid deployment and distribution, sustainment functions, logistics C2, force health protection activities, and which permits unencumbered mobility is paramount to the success of FL.  In the event that an attack occurs, FL plays a significant role in the “recover” function.  The capacity to quickly restore combat capability across the spectrum, at any point, as well as production and distribution means is crucial to deterrence and successful operations.
Chapter 5.  Capabilities, Attributes and Metrics 

 “We have to defend what we call our bases of operation, that is to say, the United States, our people, our forces abroad, and our allies.  We have to protect them not only against the kinds of attacks that occurred two years ago in New York and at the Pentagon, but also against missile strikes and other forms of offensive operations.”

Dr. Stephen A. Cambone, Director, Program Analysis and Evaluation, January 27, 2003.
1. Protection Capabilities.  The protection activities transcend to capabilities.  The ability to execute protection activities constitutes capabilities i.e. detect is a protection activity; the ability to detect is a capability.     
a. Detect. The ability to collect timely and accurate data/information regarding adversary capabilities is a vital capability of protection.  Protection requires persistent and continuous situational awareness across the ROMO that triggers protection activities in near real-time.  Our ability to detect in the future is inextricably tied to predictive intelligence, focusing our detection efforts, and optimizing where to look.  Desired capabilities in 2015 include a global capability to pinpoint, or focus attention at a particular place and time, to develop a single integrated air and ground picture. 
b. Assess.  Develop an understanding of the situation and accurately identify adversary capabilities that can be used against friendly personnel, physical assets, and information and precisely derive adversary courses of action, planned or employed, with the intent to destroy, or disrupt, operational readiness.  Additionally, begin development of a course (or courses) of action, and orders for execution that will allow the JF to react to actionable intelligence regarding adversary plans and actions.  Protection must have an actionable intelligence system that identifies adversaries, capabilities, and hostile intent.  Assessment is an iterative process where the JFC and the intelligence communities determine the value, or importance, of information obtained about an adversary (or his actions).  Information concerning an adversary’s intentions must be brought together into a coherent picture for the JFC to act upon, as required.  Information being collected and stored within Joint Intelligence Centers (JIC) and support elements, as well as information gathered by departments and agencies external to DoD must be fused and readily available to the JFC, in both peacetime and wartime.  Synchronizing these various intelligence efforts, to provide the JFC a single point from which he may draw real-time information, is critical.  The JFC has the responsibility and authority to determine, direct, and coordinate all mission-related collection and analysis through centralized or apportioned collection and production management efforts (in theater)
.  Protection operations on the scale required in the future must capitalize on interagency input, over which the JFC has limited, if any, control.  Success requires the sharing of intelligence resources, collection assets and operations, collection management, databases, intelligence analysis, production, and communications.  Desired capabilities in 2015 include predictive intelligence, fused information that the JFC can pull down as needed, updates pushed to the JFC about named areas of interest and immediate dissemination of trigger events.  
c. Warn.  The development of a course (s) of action, and orders for execution that will allow the JF to responsively react to actionable intelligence and information.  The JF commander develops several alternatives, assessing them and then selecting the best one.  The ability to execute detailed contingency planning and preparation is a fundamental aspect of the protection process.  Desired capabilities in 2015 include a robust C2 system that provides the effective means to coordinate the execution of plans, global warning based on focused detection, predictive intelligence, and a network of dissemination systems, in real time.
d. Defend.  The ability to execute a selected course of action to resist hostile actions directed against friendly personnel, physical assets, and information in order to preserve operational capabilities.  Once a commander makes a decision, the commander puts the decision into action or instructs others to act in support of the chosen course of action.  Protection is characterized by the execution of those multi-layered, active and passive, measures/actions that resist hostile actions directed against friendly personnel, physical assets, and information in order to preserve operational capabilities.  This protection crosses the air, land, sea, space, and cyberspace domains, throughout the ROMO, and eliminates threats, or mitigates their effects should an attack occur.  Desired capabilities in 2015 include enhanced perimeter defense capability (land, sea, air, space & cyberspace); rapid global positioning; enhances health and welfare measures for forces, and is robust.
e. Recover.  Actions taken during, or after a hostile attack to restore friendly personnel, physical assets, and information to full operational readiness.  Should an attack occur, the JF must maintain the capability to assess remaining capabilities and recover from that attack and swiftly manage the effects, with minimal impact on JF operations and supporting infrastructure, be it physical or electro-magnetic.  Recovery will span reconstitution efforts for forces deployed, assistance in managing the consequences of an attack at an installation, conducting military support to designated civilian authorities and agencies, and when applicable, recovery of isolated personnel and/or equipment, and rapid repositioning.  Responding appropriately to counter an enemy’s attack is a fundamental aspect of the protection process.  Desired capabilities in 2015 include additional capability and capacity to absorb attacks, redundancy to mitigate the effects (no single points of failure), and rapid repositioning of support through FL enhancements such as rapid distribution and more agile joint theater logistics management.
2. Protection Attributes and Metrics.  The protection attributes are the necessary and sufficient characteristics of the PJFC concept.  To be necessary, a concept fails without the quality or characteristic; to be sufficient, the set of qualities or characteristics ensure concept success.
    
a. The capabilities-based approach emphasizes the systematic use of rigorously developed and verified metrics to assess the performance of systems individually and in support of approved concepts and strategies.  Metrics provide an objective means to assess current and future programs and inform decision-makers in determining the distribution of resources for research, development and acquisition.

b. By enabling the PJFC to execute the requirements of a specific mission area, MCAs and MCEs, reviewed through the lens of the protection attributes will identify key capabilities and processes/systems that the Department can then leverage to enhance protection operations and aid in the identification of capabilities gaps and overlaps.  This type of assessment can then enable decision-makers to make key programmatic decisions.  Each attribute contributes to the overall performance level of protection, with the result that improvements in the performance of any of the attributes will increase the overall level of protection.  However, the attributes are not entirely discrete and their interaction is complex.  Improvements across the range of attributes will be necessary to exploit the overall return on investment.
c. Assessing the degree of protection requires the development of metrics for the protection attributes.  The attributes and associated metrics serve as the interface between the FC and the evolving MCAs and MCEs, which draw their overall direction from the concept itself, and which in turn, lead to the development of Operational Architectures (OAs).  The attributes and metrics provide a context for the assessment of protection systems, capabilities, and initiatives related to organizations and processes, which enables programmatic decision-making. 
d. Metrics for overall protection attributes include the following:
(1) Fully Integrated: All protection component capabilities must be joint, synchronized and integrated into a focused effort with a unified purpose.  This can be measured by:
(a) The degree of protection achieved by the JFC from Point of Embarkation (POE) to the Point of Debarkation (POD) and back (force projection);
(b) Degree of integration of protection methods are incorporated by the Joint Force;
(c) Degree of integration of interagency and multinational participants in protection plans;
(d) Degree of integration of missions, technology, and forces are utilized together to achieve a unified purpose/effort;
(e) Degree of inter-service and inter-functionality of DoD and/or Regional Combatant Commander protection plans.
(2) Networked: Systems must be linked and synchronized in time and space to allow dispersed forces to communicate, maneuver, and share a common operating picture.  This can be measured by:
(a) Timeliness of information – time required from receipt of warning to    implementation of protection measures;
(b) The degree of interoperability between actors, including those within DoD and those involving DoD, LEA, and international players in protection;
(c) Degree to which an accurate presentation of the battlespace is conveyed to the JF through a common operating picture;
(d) Degree to which information is shared horizontally and vertically;
(e) Capability to identify an enemy threat within a specific period of time;
(f) Capability to meet 100% of information exchange requirements (i.e., detect, asses, warn);
(g) Degree of protection of friendly communications links and computer systems;
(h) Degree to which the JFC ensures adequate information security measures are in place;
(i) Degree of accuracy of the presentation of battlespace through a common operating picture;
(j) Speed and accuracy of information and protection C2 to network extremities;
(3) Persistence: JF components must have the ability to operate and survive within their environment, providing mission assurance and continuity of operations.  This includes items such as hardening, use of protective garments to protect from biological and chemical threats, electromagnetic pulse protection, increased system reliability, and logistical support.  This can be measured by:
(a) Degree of operational readiness maintained;
(b) Degree of vulnerability of personnel, physical assets and information to attack;
(c) Ability of personnel, physical assets and information systems to survive in the operational environment;
(d) The ability to achieve protection through the application of doctrinal measures/definitions;
(e) Percentage of mission effectiveness lost, over time, due to adversary actions, including hours of system degradation, and the number of casualties inflicted on friendly forces, both directly and indirectly, by an adversary;
(f) Measure of effectiveness in using automation to accomplish collaborative planning and knowledge;
(g) The time to restore effective operations after sustaining the effects of an adversary’s attack;
(4) Effective
: The JF must have the ability to bring to bear the capabilities required to prevent/deter, dissuade, defeat or, if necessary, mitigate the effects of an attack.  The JF must also have a process and capability for obtaining a desired effect on the enemy that leads to achieving an objective.  This can be measured by:
(a) Degree of precision -- amount of collateral damage caused and degree of protection achieved for personnel, physical assets, and information;
(b) Probability of kill -- degree of lethal and non-lethal effects inflicted on an adversary for those capabilities required for the protection mission (efficiency/Pk of protective weapons systems);
(c) Degree of deterrence achieved on an adversary’s objectives and attack;
(d) Degree to which adversary asymmetrical and anti-access capabilities are understood by the JFC;
(e) Time required from identification of specific threats to defeat of that threat;
(f) Capability to asses impact and effects of an enemy threat on friendly forces or non-combatants in the operating area;
(g) Quality of and accuracy of information in the knowledge base;
(h) Information pull -- time required to disseminate, obtain/receive required information (i.e. situational awareness information) throughout the force.
3. Support to Exercising Command Leadership and Training Responsibilities.  Joint Protection will need to provide a mechanism for commanders to rapidly exercise leadership responsibilities as they apply to the execution of the protection mission.  Leaders will require leadership development and training tools and procedures to perform the protection function.  
a. Leader Development.  One of the keys to enabling protection will be the development of leaders who can perform effectively across the ROMO in a complex, uncertain and dynamic operational environment.  Leadership development will need to focus on developing the enduring leadership traits that enable future leaders to function effectively in a collaborative decision environment rapidly.  Leadership development programs will need to address data, information and knowledge management issues to understand the risks, including information overload and the benefits of any particular architecture they engage in the course of an operation and during the execution of protection functions.  Leadership development must adapt to the dynamics of a collaborative decision environment so that leadership development keeps pace with the impact of emerging protection technologies.
b. Training.  Emerging technologies and ethnically diverse areas will require future personnel to cover a wide range of technical competencies.  U.S forces should be flexible enough to train, incorporate new technologies as they mature, and become available.  Cohesive teams must be built through training that will be capable of planning protection functions and to achieve a cohesive and responsive capability against adversary actions.  Experts in emerging technologies must be trained and be available to recruit, retain, and train world-class personnel.
Chapter 6.  Mission Capability Areas 

 “None of the most important weapons transforming warfare in the 20th century – the airplane, tank, radar, jet engine, helicopter, electronic computer, not even the atomic bomb – owed its initial development to a doctrinal requirement or request of the military.”  

DARPA Strategic Plan, February 2003

1. Enablers of Protection: Mission Capability Areas (MCA) and Mission Capability Elements (MCE).

a. The complex and uncertain modern strategic environment greatly reduces the utility of traditional threat-based planning methodologies.  By developing a range of capabilities rather than targeting specific threats, the U.S. is able to address a number of different crises, in a variety of potential locations, and against varied adversaries.  As part of the conversion to a capabilities-based methodology, however, it is necessary to employ a top-down approach to system development and acquisition to ensure that the capabilities that are developed work together in an efficient and effective manner.
b. It is envisioned that the initial MCAs will include Protect Personnel, Protect Physical Assets, and Protect Information.  Sub-elements of these MCAs are listed in Appendix E (this list is not intended to be all-inclusive).  Development of enabling concepts and architectures, which encompass these elements, will go a long way towards providing the JFC with the capabilities necessary to protect the JF while accomplishing mission objectives across the ROMO, and will aid in the identification of capability gaps, or seams, which the DoD can address in the near-term. 
2. Protection’s Mission Capability Areas

a. Protect Personnel MCA

(1) Protection of personnel is protection against the effects of adversary capabilities employed against the Joint Force’s combatant and non-combatant personnel, its friends and its allies.  Protection activities must be fully integrated, networked, capable of mitigating the effects of an attack, and facilitate persistence within the operational environment.  The process must protect military and selected/designated civilian personnel from the effects of kinetic, non-kinetic, chemical, biological, nuclear, explosives, projectiles, and directed enemy weapons.  In addition, protection of personnel must also consider mitigating the effects of disease non-battle injury through immunizations.  Force health protection represents a critical part of the full spectrum of protecting against health threats to personnel.  The desired outcome of personnel protection is mission assurance and continuity of personnel operations.  Personnel protection measures may be both active and passive and will include surveillance/detection, warning to don protective gear or going to collective shelters, monitoring and assessing the degree of contamination, treatment and personnel rescue after an attack.  Personnel protection includes the medical capabilities of medical surveillance/intelligence to detect, assess, warn against health threats, use of medical countermeasures to defend against threats, and medical rehabilitative care to recover following injury and illness.
(2) The elements of personnel protection are:  medical, anti-terrorism, personal safety, fratricide, counter-drug, non-combatant evacuation, defensive deception and psychological operations, personnel recovery, consequence management, CBRN detection, CBRNE protection, explosive ordnance demolition and maritime interdiction operations. 
(3) A description of the capabilities required to provide effective personnel protection is as follows:
(a) Detect.  Detecting, monitoring and tracking adversary threats directed against military and civilian personnel.  Surveillance, detecting and tracking must provide the necessary real-time data to commanders to view the overall threat to military and civilian personnel.  A clear picture of the threat to personnel will allow the commander to better synchronize protection measures against specific threats in time, space and purpose.  It will also allow the JFC to more rapidly identify and deploy resources in a manner where they will have the most effect to protect personnel.          
(b) Assess.  The JFC must continually assess an adversary’s capability for or understand the dynamics of an actual attack against personnel through the collection of different types of information from different sources.  The JFC must arrive at an understandable construct of pending attack, or task defensive measures (both active and passive), to protect personnel to reduce casualties, and to affect recovery operations.  Commanders must develop appropriate countermeasures to threats that will enhance personnel survivability and safety and repelling attacks.  
(c) Warn.  Timely decision to warn personnel of impending attack and decide on what individual and collective personnel protection measures to implement (active and passive personnel protection measures) to achieve the desired degree of personnel survivability to support continuity of operations (COOP).  From a clear understanding of adversary actions, timely protection measures may be implemented that will deny an adversary the ability to damage, destroy, or adversely affect personnel operating in a specific area.  In order to develop personnel protection decisions and actions, commanders must have a high degree of confidence that personnel protection measures they take against an anticipated or actual adversary’s attack will have a high degree of success and will achieve the desired result. 
(d) Defend.  Based on the commander’s assessment of the threat against personnel, specific active and passive personnel protection measures are executed.  Personnel may be directed to don protective gear or go into hardened protective shelters.  The timely and successful execution of personnel protection measures will reduce the effects of an adversary’s attack, will allow the JF to better cope with a deteriorating situation, and will allow continuity of personnel operations and support recovery operations to return the JF to an operational status as soon as possible.  A coordinated effort is required to ensure the capability to continue minimum essential functions and responsibilities during a catastrophic attack.
(e) Recover.  Timely recovery is essential.  Capabilities that support actions taken to mitigate the attack must include the ability to employ active and passive measures aimed at decreasing the impact of adversary attacks.  If effectively applied, these capabilities will facilitate quicker recovery.  Recovery operations must include actions to effectively treat injured personnel, sanitize affected equipment, self-evaluation (Blue Forces), and return all to operational readiness.
b. Protect Physical Assets MCA

(1) Defensive measures concerned with assurance of assets that provide services that DoD requires to enable it to accomplish missions to deter aggression, maintain forward deployed forces overseas and conduct operations.  Protection of critical facilities and infrastructure from a physical surface, sub-surface, or CBRNE attack is key to the execution of the National Military Strategy.  The desired outcome of critical asset protection is mission assurance, continuity of operations (COOP), continuity of government (COG), and continuity of distribution and sustainment.  Protection of physical assets may include active (monitor, detect, defend, access control systems, random access measures) and passive (use of fences, alarms, reaction forces, barriers, facility hardening) defense measures.
(2) The key elements of protecting physical assets are -- critical infrastructure [both military and civilian], facilities, electronic protection, physical infrastructure (both military and civilian), major equipment (i.e., space-related facilities, air, surface, and sub-surface platforms, satellites, major bases, intermediate staging bases, etc.), rear area security, logistic lines of communications, space control, space operations, insensitive munitions/ordnance safety, mine clearing/countermeasures, anti-surface warfare and maritime intercept/interdiction operations.
(3) The continuous and cyclical nature of protecting critical assets is described by the interaction of the force operations activities related to sensing, understanding, deciding, and executing the tasks necessary to ensure attacks on critical assets are avoided, neutralized or mitigated.  The force operations activities and how they are mapped to physical asset protection are as follows:
(a)  Detect.  The JFC must be able to monitor, detect and track adversary actions against critical facilities and infrastructure in sufficient time and distance to enable protection activities execution (adequately protecting these facilities and infrastructure and allowing time to assess the effectiveness of protection measures).  Additionally, a system of personnel security measures to ensure the integrity of employees, contractors and others who have access to critical assets in order to prevent sabotage and espionage must be incorporated in the protection process.  Sensing physical attacks such as air and missile attacks, cyber attacks and sub-surface attacks against critical facilities will require pulling together multiple sensing capabilities and information input sources.    
(b) Assess.  The JF Commander must continually assess, develop and gain a clear picture of the operational environment and gain a real-time depiction of the threat against critical assets.  Developing an initial understanding of the threat against critical facilities and the vulnerability of these facilities, will require the integration of sensors and information networks to provide the data necessary to create situational awareness (i.e. orient on the threat), allowing the JFC to take timely and accurate protection measures to counter adversary actions against key facilities and to achieve the desired protection affects.  
(c) Warn.  This involves making timely and appropriate active and passive protection measures decisions based on the information collected from various sources.  JFC must decide to issue appropriate warnings to units and facilities and must deduce appropriate courses of action to implement appropriate critical asset protection measures in order to prevent or mitigate hostile actions against facilities.  Commanders can elect to take active defense measures to interdict and neutralize an adversary’s actions or, to take passive defense measures in anticipation of an adversary’s attack.  Once commanders reach a decision, issuing timely warnings and implementing decisions will require a C2 system that provides effective means to issue warnings and to coordinate decisions to ensure mission success and to achieve the desired protection affects.
(d) Defend.  The execution of active and passive protection orders and measures is critical to achieving effective personnel protection and to defending against an adversary’s attack.  To accomplish the successful protection of physical assets and posture the JF for timely recovery, commanders must execute a desired plan based on collaborative intelligence, to include providing direction to subordinates.  Execution must be of sufficient tempo and quality to give commanders the advantage over an adversary within his force operations activity structure.
(e) Recover.  Recovery spans reconstitution efforts for forces deployed, assisting in managing the consequences of an attack at an installation, or conducting military support to designated civilian agencies.  To support recovery, capabilities must be developed to reduce vulnerability and when required enable the JFC to quickly restore physical assets to operational readiness.      
c. Protect Information MCA

(1) The protection of information is any action taken to protect, monitor, analyze, detect and respond to unauthorized activity within DoD information systems and computer networks.  Protection activities must be fully integrated, networked, provide the ability for the computer network to persist within the operational environment and be effective mitigating the effects of an attack.  Protecting information protection consists of both active and passive defensive measures to protect and defend DoD systems and, when designated, non-DoD information, computers, and networks.  Information protection processes employ information assurance technical solutions to the greatest extent possible.  The desired outcome of protecting information is sustained computer capabilities to support the wide range of required computer operations and information assurance.
(2) Unauthorized activity may include disruption, denial, degradation, destruction, exploitation, or access to computer networks, information systems or their contents, or theft of information.  Information protection measures intend to deter and defend DoD networks from isolated threats and to detect and restore DoD capabilities from state-sponsored threats.
(3) The key elements and strategy of protecting information is the defense-in-depth approach.  Defense-in-depth constructs defenses in successive layers and positions protective technologies at the network backbone, enclave boundaries, computing environment, and supporting infrastructures.  Defense-in-depth involves monitoring, analysis, and detection activities, including trend and pattern analysis.  Protecting information is performed by multiple disciplines within the DoD (e.g., network operations, information protection Services, intelligence, counterintelligence, and law enforcement).  
(4) The conduct of information protection is the interaction of the force operations activities related to sensing, understanding, deciding, and executing the tasks necessary to ensure that cyber attacks are avoided, neutralized or mitigated.  The force operations activities and how they relate to computer network defense are:
(a) Detect.  DoD employs an information protection Sensor Grid to monitor DoD networks and detect potential electronic attacks against system vulnerabilities.  The grid is a coordinated constellation of intrusion and anomaly detection systems (owned and implemented by various entities) deployed throughout DoD information systems and computer networks.  The sensors report back to Service, theater, and joint information protection service providers.  
(b) Assess.   Assessing and understanding the nature of an adversary cyber attack requires the ability to quickly and accurately determine the characteristics of the attack including criticality and vulnerability of the systems against which an attack is directed, source of the attack, and purpose of the attack.  By comparing the current attack’s characteristics to previous attacks and coordinating with other information protection providers to learn if they are similarly affected, a JFC gains understanding.  A rapid assessment and employing state of the art event correlation and data reduction tools is critical to providing the JFC with predictions about the attack’s effects on DoD networks and the operational impact on the JFC’s courses of action.  
(c) Warn.  The ability to take timely and appropriate defensive action is based on the JFC’s ability to warn users quickly and to make the right decisions that enable supporting commanders to effectively counter adversary cyber attacks.  Effective information protection decisions must include efficient and effective implementation of the Information Condition (INFOCON) and the Information Assurance Vulnerability Management (IAVM) process for warning others of the cyber attack, determining the appropriate actions to mitigate the effects of the current attack, and selecting additional protection measures to preclude a future occurrence.
(d) Defend.  Execution of active and passive defensive response measures must be swift, focused and effective. Successful execution is predicated upon well-understood, actionable intelligence that identifies the attack’s characteristics and the attacker’s identity sufficient to support a wide range of information protection response operations as well as the restoration and recovery of DoD network capabilities.  Effective information protection relies heavily on automated remediation tools and can include recommendations or actions by network operations (including information assurance) restoration priorities, law enforcement, military forces and other US Government agencies. 

(e) Recover.  The ability to effectively withstand attacks on friendly information systems is measured by system resilience and the ability to precisely detect, identify, and to disseminate precise warnings and actions taken to isolate, repel or mitigate the effects of the attacks.  The recovery capabilities will include effective access denial, the ability to recover from electromagnetic attacks, ability to prevent/mitigate system intrusions, and the ability to restore corrupted data.
3. Utilizing Existing Enabling Concepts and Architectures  

a. As stated above, some MCAs and MCEs have JROC-approved enabling concepts and associated OA.  It is the intent of the PJFC to incorporate and utilize these enabling concepts as feasible.  In paragraphs 3.b. and 3.c. below are descriptions of three current JROC-approved enabling concepts that bear particular applicability to supporting the protection mission capabilities.  They serve as examples of how JROC-approved enabling concepts provide the details of how the JFC will accomplish the overall protection mission.  As other enabling concepts are developed and approved, they, in turn, will be incorporated into the overall protection MCAs as appropriate.  This does not preclude the “adjustment” of currently approved concepts that will bring them in line with the overarching PJFC.  
b. Air and Missile Defense (AMD) MCE (supports each protection Mission Capability Area discussed in this concept.)
(a) Potential adversaries are well aware that it would be futile to take on the U.S. and its allies directly with their armies, navies, and air forces.  U.S. ability to respond and swiftly defeat a head-on military attack clearly has been demonstrated over the course of several recent conflicts.  This has driven potential adversaries to pursue a variety of asymmetrical means of attacking the U.S. and its interests.  The AMD MCE responds to these challenges in support of the overarching goals of the PJFC.  In this regard, AMD enabling concepts are being developed to address the full range of actions required to effectively counter, and defeat, the entire spectrum of air and missile threats in the year 2015 and beyond.
(b) The purpose of the AMD MCE and its associated enabling concepts is to bring together integrated system capabilities to defend/protect the U.S., deployed forces, friends, and allies from all types of air and missile threats.  These concepts and their tenets collectively define and characterize the processes, functions, capabilities, and planning activities required to bring DoD, Interagency, and multi-national partners together in a unified and coordinated effort to execute critical protection mission tasks. 
(c) Currently, there are two separate JROC-validated enabling concepts that address the future challenges postulated in the AMD operational environment – the Joint Theater AMD (JTAMD) 2010
 and the Homeland Air Security (HAS)
.  These two concepts represent a critical point of departure in a mission area that will require evolutionary and revolutionary changes in technology, planning, methods of interagency interaction, shared materiel acquisition, and multi-national cooperation.  From these critical needs, it is envisioned that additional AMD concepts, such as a global missile defense concept, will emerge to guide and shape the direction of future developments in this mission area. 
1. The JTAMD 2010 concept is based upon integrated OAs, interoperability, and advanced technologies for conducting all aspects of joint, integrated AMD within a theater of operations.  While the JTAMD 2010 concept was written to meet the needs of 2010, it is envisioned that the key enablers it espouses will endure well beyond the 2015 timeframe.  The primary thrust of this concept focuses on three basic principles designed to prevent, defeat, and minimize the threat of an enemy air or missile attack.  These principles relate to actions taken to engage or negate the threat as early as possible and in every phase of its lifecycle.  This includes actions prior to the take-off of an air vehicle or the launch of a missile and throughout the various phases of flight, including (in the case of ballistic missiles) the boost, mid-course, and terminal phases of flight.
2. The HAS concept is the result of a comprehensive interagency effort, and established a standing HAS Coordination Center (HASCC) to facilitate interagency planning and coordination of HAS operations and to synchronize interagency HAS resources to respond to a HAS event when required.  This effort was underscored by lessons learned from the 2002 Winter Olympics and the recent Interagency Capital Region Exercise “Clear Skies”.  Under the concept, all agencies retain execution responsibility for their core missions under the auspices of their legal charters, but develop and implement functional plans to support HASCC operations.  The development team was comprised of members from DoD, the United States Coast Guard (USCG), the Federal Aviation Administration (FAA), the United States Customs Service (USCS), the Secret Service, the Federal Bureau of Investigation (FBI), the Central Intelligence Agency (CIA), and others.  The HAS concept has been closely coordinated with the North American Aerospace Defense Command (NORAD), and the bi-national, interagency North American Aerospace Surveillance Council (NAASC).  The HAS concept is neither threat- nor time-specific and is viable for both current and future air threats.
3. Assumptions:
a. The enablers identified in the JTAMD 2010 concept and HAS concept will endure for the next 10-15 years.
b. Concept development is not budget-constrained.
c. Threats can originate internally and externally to the U.S.
d. To defeat the ICBM threat requires new enablers to enhance/improve cross- Area of Responsibility (AOR) coordination.
e. Persistent surveillance assets will be in place to support the early detection of air and missile target locations and enemy intentions, as well as battle damage assessment.
f. Attack Operations are an essential element of AMD in preventing an adversary from launching an air or missile attack
4. Description of the Military/Operating Environment:
a. The threat to U.S. forces in the 2015 timeframe will continue to be partly that of regional powers as they seek to dominate their regions.
b. Weapons of mass destruction, as well their means of delivery could enable adversaries to inflict massive harm on the U.S., its military forces at home and abroad, and its friends and allies.
c. Current threat trends recognize the increased number of nations obtaining sophisticated threat systems.  This trend is expected to continue and will likely become more pronounced in the future.
d. The employment of asymmetric approaches by terrorists, such as the use of an air vehicle as a weapon, presents an extremely stressing HAS threat.  The air and missile threat spectrum includes: large commercial airliners, a multitude of general aviation aircraft, radio controlled sub-scale aircraft, and the most stressing military type threats such as cruise missiles, theater ballistic missiles, and ICBMs.
e. State-sponsored military threats are addressed by war plans, JOCs, FCs, concepts of operation, and our military’s capabilities.  Terrorist threats bring new dimensions to the method and purpose of attacks.  They may be both externally and internally initiated air attacks that may not be easily differentiated from normal air activity, may have only subtle indications of intent, and are targeted to produce terror, fear, and financial and/or political instability.  In order to fully enable AMD protection, we must be prepared to defeat any air threat, to include the most unique or unlikely. 
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Figure 5. HAS Threat Spectrum

5.
Central Idea:

a.
To counter the range of threats discussed in the previous paragraph and to effectively enable AMD capabilities to achieve the desired level of protection effectiveness, DoD must develop, deploy, and employ a multi-layered integrated AMD capability that enables a seamless response from theater through homeland defense.  This seamless defense would allow the strategic freedom to respond to tactical situations by denying adversary asymmetric political leverage through the threat of using WMD in regional areas or against the U.S. homeland.  Such a capability would enable decentralized execution to be responsive to tactical and operational situations while also providing national and strategic resources to support theater operations and protect regional and homeland infrastructure.

b.
The existing JTAMD and HAS concepts identify functions similar to, but somewhat different than, the protection functions identified as key to protection.  However, until the AMD mission capability element becomes fully evolved, the similarities within the functionalities provide significant linkage to support the protection construct.
6.
The goal of the JTAMD 2010 concept is to provide a theater-wide, integrated, JF capable of destroying air and missile threats and their supporting infrastructure – on the ground or in flight, in support of the war fighter’s objectives by protecting the force from aerial attack.  JTAMD operations in 2010 will leverage numerous C4I and related weapons and sensor system improvements to optimize TAMD capabilities.  In so doing, the U.S. will achieve integrated engagements of hostile targets out to the longest ranges that our weapons and sensors can support.  Countering the theater air and missile threat involves mutually supporting offensive and defensive operations designed to deny the enemy the ability to launch air and missile attacks, destroying attacking aircraft and missiles, and mitigating the effects of intercepts over friendly forces and threats that reach their target.  To enable joint employment and engagement concepts that improve the effectiveness and efficiency of JTAMD operations and extend the battlespace to enhance defense in depth, the vision foresees:

a. Joint collaborative planning and engagement leverages all JTAMD capabilities in theater/joint operating areas (JOA), treating them as contributing elements of the overall JTAMD system;
b.  Improved attack operations by disrupting, reducing, or eliminating the enemy capability to conduct a coordinated air and missile threat and by decreasing the total numbers of threat missiles and aircraft; 
c.  Improved early warning of imminent and/or ongoing air and missile attacks to enable improved personnel defensive measures and minimize disruption to operations;
d. Long-range combat identification (CID)—friend, hostile, or neutral—accurate and timely enough to allow forces to confidently employ weapons to their maximum range;
e. A single integrated air picture (SIAP) consisting of, common, continuous, and high quality tracks on all airborne objects within the specified surveillance area to improve engagement coordination and the track identification process.  Single integrated ground and maritime pictures (SIGP and SIMP respectively) will also support improved execution of attack operations;
f. Automated Battle Management Aids (ABMA) that use functionally equivalent algorithms and the SIAP to simultaneously produce identical engagement recommendations at each participating node in accordance with theater rules of engagement (ROE).  ABMA will facilitate resource management ensuring optimum weapon, sensor(s) pairing; commander’s effective and efficient control of assets; and operations in overlapping engagement zones.
g. Integrated fire control (IFC) concepts combining C4I systems with sensors, weapons, and data networks to overcome individual system limitations and enable collaborative engagements for both active defense and attack operations.
7.
HAS Concept.  The HAS concept addresses the full spectrum of air security.  It is intended to help define, guide, direct, and shape the development of interagency procedures, agreements, policies, and required capabilities for national air sovereignty.  It employs the full spectrum of agency capabilities, from intelligence to law enforcement to military force, to complete the mission.  The amalgamation of individual agency capabilities into an integrated, multi-layered response is the lynchpin of the HAS concept.  The concept is centered on four phases with elements that range from event recognition to event reconstruction.  It is not presumed that HAS execution/employment will always flow sequentially from phase to phase.  It can only begin in the first and last phases but may involve actions in several phases simultaneously.  The four phases of the HAS concept are:

a. Phase 1 – Recognition.  Implementation of policy, procedures, plans, training, and education that combine to create an environment of awareness where terrorist acts or the preparation for a terrorist act or other illegal air activity result in recognition by an agency or the public of abnormal activity and therefore creates a trigger event;
b. Phase 2 – Assessment and Warning.  Following recognition of a trigger event, an evaluation process occurs which potentially includes one or more of the following functions: focused surveillance, enhanced intelligence collection, etc., in order to confirm whether or not a terrorist act is being planned or is underway.  Simultaneously, when the necessary information is available, specific response plans and actions are initiated, including focused warnings to threatened areas or facilities;
c. Phase 3 – Interdiction.  Once an assessment is complete, and depending on how the threat determination is made, interdiction actions are taken to prevent the launch/takeoff of a threat air vehicle.  If airborne, interdiction actions will be used to neutralize the air threat.  This phase requires the ability to seamlessly transition between law enforcement and military actions.
d. Phase 4 – Recovery and Follow-Up.  When appropriate, notification and transition of responsibility is made to the appropriate agencies for disaster response and consequence management and a formal HAS event termination is issued.
8.
HAS concept key enablers include:
a. Intelligence information sharing.  A “push-pull” system among agencies that ensures all relevant information on terrorist activities is gathered, correlated, and cross-referenced.  The goal is early detection of all air threats to enable prevention, or failing that, to provide decision makers in the HASCC and other agency command centers with real-time, accurate, amplifying information on intent; 
b. Integrated interagency data sharing and communications.  A seamless information exchange that enables voice and/or data flow among civilian, military, law enforcement, and emergency response agencies at the federal, state, and local levels.  The goal is to enable communication throughout the forces and assets that are responding without relying on cumbersome platform-to-platform or agency-to-agency relay;
c. Common air surveillance picture.  An air surveillance picture of sufficient quality to enable appropriate agencies to make decisions on HAS actions.  The situational awareness provided by the air surveillance picture must be timely enough, and accurate enough to provide decision-makers with the confidence to make event declarations and interdiction decisions; 
d. Automated decision support/response management system.  An information management system is required that will provide decision-makers with immediate access to critical information to support all levels of decisions and actions.  In the future it is envisioned that the response management tools will be able to provide recommendations on best courses of action based on the situation, threat, and assets available.
(d)
Ballistic Missile Defense Concept.  This is an evolving concept for ballistic missile defense that will address unique characteristics posed by ballistic missiles and the required capabilities needed to counter this threat.  Many of the principles relating to JTAMD 2010 concepts are similar to ballistic missile defense concepts.  The ballistic missile threat, however, brings unique stresses (i.e. longer ranges, higher velocities, exoatmospheric flight) that require enhanced technical capabilities and operational integration in order to provide effective defenses.  The nation is developing and deploying responsive systems and enabling capabilities to counter ballistic missile threats.  These include sensors, weapons, planning and battle management capabilities and globally- distributed integrated architectures.  The evolving concept for ballistic missile defense will articulate the key enablers, two of which are:

1. Kill assessment to provide results to battle managers following every engagement in time to support re-engagement decisions/actions, warning and recovery operations.
2. Discrimination to determine the actual threat object (s) within a potential field of flight-related debris and/or penetration aids (PENAIDS).
c. Combating Weapons of Mass Destruction (CbtWMD).  The President’s National Strategy to Combat WMD includes three areas, non-proliferation; counter-proliferation (to include chemical, biological, radiological, and nuclear defense); and consequence management.  The JROC approved (JROCM 180-03, 11Sep 03) CBRN Defense Baseline Capabilities Assessment and functional concept for CBRNE Defense (and its attributes, assumptions, and metrics) incorporates the requirements for protection of the force, to include personnel, material, and facilities from the effects of WMD attack.  It presents the key features of a broad enabling concept for combating WMD and describes the cross-cutting interdependencies between this enabling concept and other concepts (both current and to be developed).
(1) Assumptions and Risks.  Key to this concept is the understanding of the current threat, in light of the, sometimes, confusing term of “weapons of mass destruction.”  In the current environment, both state actors and terrorist groups may employ nuclear, biological and chemical (NBC) weapons and/or chemical, biological, radiological, and nuclear (CBRN) hazards that may not cause mass casualties.  
(a) There are two central assumptions in the development of this concept.  1) State actors will continue to pursue proliferation and the development/acquisition, production, possible deployment, and possible employment of WMD.  2) Terrorist groups will continue to pursue the development/acquisition, production, deployment, and employment of WMD.
(b) The risks involved in combating WMD are manifold and can be summarized as follows:  The consequences of the threat, or use, of WMD are militarily, politically, and economically significant to the U.S., its allies, and coalition partners.
(2) Description of the Military Environment.
(a) The proliferation of WMD is a global problem that routinely crosses combatant command’s regional boundaries;
(b) The increasing availability of highly destructive technology, combined with a variety of weapons and means of delivery, from both state and non-state actors will challenge military operations in the future;
(c) An adversary’s threat, or use, of WMD will be a likely condition of war and the proliferation of WMD programs will continue to challenge commanders at all levels.
(d) WMD programs have the potential to severely disrupt and damage the U.S., its forces, allies, coalition partners, and civilian populations;
(e) Future adversaries may use WMD to inflict casualties on civilian populations, degrade military effectiveness, or counter U.S. conventional military superiority.  Current and future adversaries are, and will be, both state and non-state actors;
(f) The nature of the GWOT and operational realities of terrorist threats means the military operational environment will be less distinctly defined from the general operational environment;
(g) Military operations, in non-proliferation or consequence management as well as in counter-proliferation, will entail close coordination, planning, and execution with both U.S. and host nation civilian agencies.  This concept provides guidance in defining the military capabilities that will be brought to bear within this new and threatening global and regional environment.
(3) CBRN Defense Operational Elements.  There are four key capability categories associated with CBRN defense.  These capabilities encompass both passive and active defense measures to be brought to bear in order to achieve the national CbtWMD goal.  This set of capabilities exemplifies the crosswalk of CbtWMD to the other joint functional concepts (BA, FA, FL, and C2).  These capabilities are: 
(a) Sense.  Provides the capability to maintain awareness of the current CBRN situation by detecting and identifying CBRN hazards in the air, in water, food, or soil, on personnel, equipment or facilities and determining the state of those hazards.  This capability also enables the continued monitoring and identification of CBRN hazards to support operational planning and execution, shielding and sustaining decisions and the confirmation that no hazard is present.  Sense is the key enabler, using knowledge-based human and artificial intelligence for shaping the awareness of the CBRN hazard.  This capability also incorporates intelligence warning, weapons events, detector alarms, and sentinel casualties as trigger events to assure all source intelligence is used.  Sense articulates the overall PJFC capability of detect. 
(b) Shape.  Provides the capability to characterize the CBRN hazard. CBRN characterization is the process by which commanders develop a clear understanding of the current and predicted CBRN hazard situation, envisions critical mission end states, and visualizes the sequence of events that moves an installation or deployed force from its current state to those end states.  It manually and automatically collects and assimilates CBRN hazard information from military forces, coalition allies, host nation, and private /non-government organization assets in near real-time to inform personnel to take action and to provide actual and potential impacts of CBRN hazards.  Shaping the CBRN hazard situation accomplishes two important objectives: first, it allows the critical asset of deployed force to continue mission critical operations under CBRN hazard conditions; second, it protects personnel, which contributes to mission effectiveness.  Shape articulates the overall PJFC capabilities of Assess and Warn.
(c) Shield.  Provides the capability to prevent or reduce casualties under CBRN hazard conditions by reducing the threat, reducing operational vulnerability, and avoiding contamination.  Commanders will be able to shield personnel, critical equipment and provide information assurance when necessary by providing appropriate levels of physical protection and medical treatment.  Commanders must have the capability to rapidly respond, assess, and conduct recovery operations, safeguard personnel from hazards, control contamination, and restore operations to pre-incident conditions.  Shield articulates the overall PJFC Defend capability.
(d) Sustain.  Sustaining critical operations during an attack and resuming essential operations after an attack requires the capability to sustain operations and to eventually restore personnel and equipment to pre-incident operations.  Mission recovery and sustainment are undertaken concurrent with or subsequent to initial response actions to maintain, restore, or sustain mission operational capability.  The JF must be able to continue operations through the conduct of decontamination and medical actions.  Sustain articulates the recover PJFC capability. 
Chapter 7.  Conclusion

“The joint force, because of its flexibility and responsiveness, will remain the key to operational success in the future. The integration of the core competencies provided by the individual Services is essential to the joint team, and the employment of the capabilities of the Total Force (active, reserve, guard, and civilian members) increases the options for the commander and complicates the choices of our opponents.”
Joint Vision 2020
1. The events of the early 21st Century have resulted in a framework of national strategies that re-emphasizes the importance of the primary military mission: the defense of the U.S. and its land, sea, air, space, and cyber domains.  As recent events have made clear, future adversaries faced with the near omnipotence of a deployed U.S. military will seek to threaten the centers of gravity of the U.S., its allies, and its friends.  DoD’s protection responsibilities are thus essential to the continuance of the Nation's way of life, its political institutions, and the source of its capacity to project all of the instruments of national power in support of its interests.

2. This PJFC scopes the depth and breadth of the protection responsibilities confronting DoD in 2015, and outlines the assumptions and risks upon which the concept is predicated.  Thereafter, this FC describes the nature of the protection problem, and articulates DoD’s thematic approach and attributes necessary to cope with a challenge of this magnitude.  In so doing, the PJFC will serve to guide the development of, and foster the integration of, enabling concepts and OA, along with DoD Agency/COCOMS/Service OCs and OAs.  Ancillary protection applications will also provide the foundation for the development and acquisition of new capabilities through changes in DOTMLPF.  Similarly, this FC provides the developers and architects of other FCs, enabling concepts, and DoD Agency/COCOMS/Service OCs with the protection operational context, from which they may derive, or amplify, particular military protection actions across the ROMO.  It also aids in identifying capability gaps and in programmatic decision-making by providing measurable protection attributes

3. Protection Operational Architectures provide the frameworks to design, develop, and build the systems capable of greatly increasing the protection effectiveness of military forces.  As new information technologies emerge, they will need an appropriate OA to contribute to the protection mission.  The PJFC, and its corresponding network activities, MCAs, and MCEs, provides a strategic direction to guide the development of an able OA that extends the concept’s functionality to the day-to-day activities of the JF organization.  The development of new technologies will create a situation in which the development of OAs will be affected by the technologies they are intended to organize and exploit.  As new technologies create new capabilities and extend beyond speeding-up existing processes, new structures will be needed in order to take advantage of the capabilities.  As we move towards the assumed environments in the PJFC, it will become increasingly important for OAs to embrace the principles of protection.  How OAs are able to incorporate and exploit the 2015 protection principles will be an important development in the application of the PJFC.

4. As a final adjunct, the PJFC stipulates the Joint, Interagency, and multi-national implications of DoD’s role in protection, and highlights the need for DoD to augment its liaisons with the Interagency and multi-national communities to ensure the seamless geographical and functional integration required if DoD is to perform its protection responsibilities.  DoD’s Agency/COCOMS/ Services must foster and inculcate a commitment to working through integrated Interagency and multi-national processes if the U.S. is to ensure our efforts are congruent with the efforts of other responsible actors.  This will allow the leadership to better identify and assign protection roles and corresponding resources for the future.

Appendix A

Higher Guidance for Protection Operations

1. Guidance.  The PJFC conforms to established guidance derived from the National Command Authority and DoD. 

2. National Security Strategy (NSS):
a.  Defending our Nation against its enemies is the first and fundamental commitment of the Federal Government.
  Our military’s highest priority is to defend the United States.  We must: assure our allies and friends; dissuade future military competition; deter threats against U.S. interests, allies, and friends; and decisively defeat any adversary if deterrence fails.

b.  We must be prepared to stop rogue states and their terrorist clients before they are able to threaten, or use, WMD against the United States and our allies and friends.  Our response must include the development of an effective missile defense system, and increased emphasis on intelligence collection and analysis.
c.  The National Strategy to Combat WMD expands upon the NSS to include:
(1) Pro-active counter-proliferation efforts to deter and defend against the threat before it is unleashed.  We must ensure that key capabilities -- detection, active and passive defenses -- are integrated into our defense transformation and our homeland security systems.  
(2) Strengthened non-proliferation efforts to prevent rogue states and terrorists from acquiring the materials, technologies, and expertise necessary for weapons of mass destruction.  
(3) Effective consequence management to respond to the effects of WMD use, whether by terrorists or hostile states.  Minimizing the effects of WMD use against our people will help deter those who possess such weapons and dissuade those who seek to acquire them by persuading enemies that they cannot attain their desired ends.
   
d. Innovation within the armed forces will rest on experimentation with new approaches to warfare, strengthening joint operations, exploiting U.S. intelligence advantages, and taking full advantage of science and technology.

3. National Military Strategy (NMS):  

a. We must conduct multiple missions, across the ROMO, in geographically separated regions of the world.

b. Our military must be ready to fight as a coherent JF – fully interoperable and seamlessly integrated.

c. Our modernization effort will focus on those technologies that improve the combat effectiveness of our Armed Forces while enhancing the interoperability and integration of the Total Force.  Modernization is a means to improve the capabilities of our warfighters across the range of military operations – from peacetime engagements activities to war.

4. 2001 Quadrennial Defense Review (QDR):

a. We must shift from a “threat-based” to a “capabilities-based” model for the future to focus more on how an adversary might fight rather than specifically whom the adversary might be or where a war might occur.

b. The challenge includes protecting our critical bases of operation – including the U.S. homeland – and projecting and sustaining U.S. forces in distant anti-access environments.  It entails assuring information systems and providing persistent surveillance, tracking, and rapid engagement of adversary forces and capabilities.  It includes enhancing the capability and survivability of U.S. space systems and leveraging information technology and new concepts to provide for more effective joint operations.

5. 2003 Transformation Planning Guidance (TPG):

a. We must promote an entrepreneurial approach to developing military capabilities, one that encourages people to be proactive, not reactive, and anticipates threats before they occur.

b. We must shift to an information age military that is less platform-centric and more network-centric.  This supports distributing forces more widely by increasing information sharing via a secure network that provides rapid, actionable information at all levels of command.

c. Protecting critical bases of operation and defeating CBRNE weapons and means of delivery will ensure our ability to generate forces in a timely manner without being deterred by adversary escalatory options.

d. Leveraging information technology and innovative concepts to develop an interoperable, joint C4ISR architecture and capability that includes a tailored joint operational picture will guarantee our combat leaders decision superiority.

e. The JOC will include identification of requisite supporting operations to which the Services and COCOMs will develop accompanying concepts.
  
f. The Chairman of the Joint Chiefs of Staff (CJCS) is tasked to develop JOC that meet the operational goals set forth in the Quadrennial Defense Review (QDR), and in the TPG which directs the development of four subordinate concepts: Homeland Security, Stability Operations, Strategic Deterrence and Major Combat Operations,
 all of which have protection implications.
6. Joint Vision 2020: 

a. The JF must be able to take advantage of superior information converted to superior knowledge to achieve “decision superiority.”

b.  Information systems and equipment that enable a common relevant operational picture must work from shared networks that can be accessed by any appropriately cleared participant.

c. Our people, and the other military and non-military assets needed for the successful conduct of operations, must be protected wherever they are located – from deployment, to theater combat, to re-deployment.

d. The JFC will thereby be provided an integrated architecture for protection, which will effectively manage risk to the JF and other assets, and leverage the contributions of all echelons of our forces and those of our multinational and interagency partners.

7. Defense Planning Guidance (DPG):

a. The JF must be able to protect bases of operations and be able to defeat nuclear/biological/chemical weapons and ballistic missile attack.
b. We must be able to project and sustain U.S. forces in distant anti-access or area-denial environments.
c. We must build capabilities for the future, which are not oriented toward a specific conflict or a specific war plan.  We must transform to retain the advantage against determined enemies.  This will require the acceleration of operational concepts and technologies to improve warfighting effectiveness and enhance homeland defense, sustain readiness, and educate the force,
8. Joint Strategic Capabilities Plan (JSCP):

a. There is a possibility that an attack against U.S. forces or vital interests could occur without prior warning or deterrent moves.  Planners must plan for protection and for the rapid deployment of a supportable warfighting force sufficient to defend and protect U.S. interests.  Plans must assume an adversary either possess chemical, biological, or nuclear weapons or could obtain them at some point.
b. Protection – Should the U.S. resolve to protecting vital interests that are challenged by an adversary, U.S. forces must be able to respond rapidly with a broad range of options. 
Appendix B

Glossary 

Adaptable: The ability to alter the force’s organizations and C2 work processes.  The ability to alter the way information is distributed; to involve different participants in collaboration or planning sessions based on changes in the operating environment; to create new ways of dealing with multinational, interagency, and nongovernmental partners; to flatten organizational structures; and to establish more efficient work processes based on experience over time. 

Assess.  Accurately identify adversary capabilities that can be used against friendly personnel, physical assets, or information and precisely derive adversary courses of action planned or employed with the intent to destroy or disrupt operational readiness.


Assumption:  A supposition on the current situation or a presupposition on the future course of events, either or both assumed to be true in the absence of positive proof, necessary to enable the commander in the process of planning to complete an estimate of the situation and make a decision on the course of action.  (Joint Pub 1-02, Department of Defense Dictionary of Military and Associated Terms, as amended through 9 Jan 03).  The act of taking for granted or supposing that a thing is true; something that is taken for granted. (Webster’s Third New International Dictionary)
Attribute:  A quality, character, or characteristic ascribed usually commonly; a characteristic either essential and intrinsic or accidental and concomitant; any quality or characteristic that may be predicated of some subject. (Webster’s Third New International Dictionary)
Capability:  The ability to execute a specific course of action. (Joint Pub 1-02)  The quality or state of being capable physically, intellectually, morally, or legally; a feature or faculty capable of development or likely to improve. (Webster’s Third New International Dictionary)
Capable:  Having sufficient power, prowess, intelligence, resources, strength, or other needed attributes to perform or accomplish; constituted, situated, or characterized as susceptible or open to being affected.  (Webster’s Third New International Dictionary)
Centralized Planning:  Enables commanders to arrange efforts in time and space to maximize the likelihood of success, employing each part of the force in the best possible way. (Draft Joint C2 Functional Concept: Version 0.7, 31 Oct 2003)
Computer Network Defense (CND):  Defensive measures to protect and defend information, computers, and networks from disruption, denial, degradation, or destruction.  (JP 3-51)
Consequence Management (CM):  Those measures taken to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of a chemical, biological, nuclear, and/or high-yield explosive situation.  For domestic consequence management, the primary authority rests with the States to respond and the Federal Government to provide assistance as required. (JP 3-0)
Counter-proliferation:  The activities of the Department of Defense (DoD) across the full range of U.S. government efforts to combat proliferation, including the application of military power to protect U.S. forces and interests; intelligence collection and analysis, and support to diplomacy, arms control, and export controls; with particular responsibility for assuring U.S. forces and interests can be protected should they confront an adversary armed with WMD. 

Defend:  Resist hostile actions directed against friendly personnel, physical assets, or information in order to preserve operational readiness.


Defensive Information Operations:  The integration and coordination of policies and procedures, operations, personnel, and technology to protect and defend information and information systems.  Defensive information operations are conducted through information assurance, physical security, operations security, counter-deception, counter-psychological operations, counterintelligence, electronic warfare, and special information operations.  Defensive information operations ensure timely, accurate, and relevant information access while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes.  (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02.) (JP 3-13)
Detect:  To collect and obtain timely, unambiguous, and accurate data regarding adversary capabilities, actions planned, or employed, against friendly resources (personnel, physical assets, or information).  Focus is the adversary’s capabilities as well as actions. 

Deterrence:  The range of DoD efforts and capabilities to discourage aggression or coercion by potential adversaries.  (Joint Operating Concepts, November 2003) 


Domains:  A region distinctively marked by some physical feature.  In military terms domains are generally defined as air, land, sea, space and information or cyber.

Electronic Protection (EP):  That division of electronic warfare involving passive and active means taken to protect personnel, facilities, and equipment from any effects of friendly or enemy employment of electronic warfare that degrade, neutralize, or destroy friendly combat capability. (JP 3-0)
Enabling Concept:  A description of how a particular task or procedure is performed, within the context of a broader functional area, using a particular capability, such as a specific technology, training or education program, organization, facility, etc; an enabling concept describes the accomplishment of a particular task that makes possible the performance of a broader function or sub-function (Missile Defense, Counter-proliferation, Critical Infrastructure Protection are examples of enabling concepts for the broader Protection Functional Concept). 


Flexibility:  The capability to achieve success in different ways. (Draft Joint Command and Control Functional Concept:31 Oct 2003)
Force Health Protection (FHP): All measures taken by commanders, leaders, individual Service members, and the Military Health System to promote, improve, conserve, or restore the mental and physical well being of Service Members across the range of military activities and operations.  These measures enable the fielding of a healthy and fit force, prevention of injuries and illness and protection of the force from health hazards, and provision of excellent medical and rehabilitative care to those who become sick or injured anywhere in the world.

Force Protection (FP):  Actions taken to prevent or mitigate hostile actions against DoD personnel (to include family members), resources, facilities, and critical information.  These actions conserve the force’s fighting potential so it can be applied at the decisive time and place and incorporate the coordinated and synchronized offensive and defensive measures to enable the effective employment of the JF while degrading opportunities for the enemy.  Force protection does not include actions to defeat the enemy or protect against accidents, weather, or disease. (JP 3-0)

Full Dimensional Protection:  The ability of the JF to protect its personnel and other assets required to decisively execute assigned tasks.  Full dimensional protection is achieved through the tailored selection and application of multi-layered active and passive measures, within the domains of air, land, sea, space, and information across the range of military operations with an acceptable level of risk. (Joint Vision 2020)
Functional Concept:  An articulation of how a future Joint Forces Commander (JFC) will integrate a set of related military tasks to attain capabilities required across the range of military operations (ROMO).  Joint functional concepts derive specific context from the joint operating concepts and promote common attributes in sufficient detail to conduct experimentation and measure effectiveness. (Joint Operations Concepts (JOpsC), JROC November 03, p. 19). 


Homeland Security (HLS):  A concerted national effort to prevent terrorist attacks within the US to reduce America’s vulnerability to terrorism, and minimize the damage and recover from attacks that do occur (National Strategy for Homeland Security).

Homeland Defense (HLD):  The protection of US sovereignty, territory, domestic population and critical defense infrastructure against external threats and aggression (DPG).

Information: Facts, data, or instructions in any medium or form with context that is comprehensible to the user. 

Information Security (INFOSEC):  The protection of information and information systems against unauthorized access or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users.  Information security includes those measures necessary to detect, document, and counter such threats.  Information security is composed of computer security and communications security. (JP 3-13)
Infrastructure:  All building and permanent installations necessary for the support, redeployment, and military forces operations (e.g., barracks, headquarters, airfields, communication, facilities, stores, port installations, and maintenance stations). (JP 4-01.8)
Installation:  A grouping of facilities, located in the same vicinity, which support particular functions.  Installations may be elements of a base.

Joint Functional Concept:  An articulation of how a future JFC will integrate a set of related military tasks to attain capabilities required across the range of military operations. Joint Functional Concepts derive specific context from the JOCs and promote common attributes and capabilities in sufficient detail to conduct experimentation and permit the development of measures of performance. (J7/J8 Joint Concept Development Terms of Reference).
Joint Operating Concept (JOC):  An articulation of how a future Joint Force Commander (JFC) will plan, prepare, deploy, employ, sustain, and re-deploy a JF against potential adversaries’ capabilities or crisis situations specified within the range-of-military-operations. Joint Operating Concepts serve as “engines of transformation” to guide the development and integration of Joint Functional Concepts and Service Concepts to provide joint capabilities.  They articulate the measurable detail needed to conduct experimentation, permit the development of measures of effectiveness, allow decision-makers to compare alternatives, and make programmatic decisions. (J7/J8 Joint Concept Development Terms of Reference).

Joint Operations Concepts (JOpsC):  An overarching articulation of how the future JF will operate across the range of military operations.  It is the unifying framework for developing subordinate joint operating concepts, joint functional concepts, enabling concepts, and integrated capabilities.  It assists in structuring joint experimentation and assessment activities to validate subordinate concepts and capabilities-based requirements (JOpsC JROC, November 03, p. 18).

Metric:  A standard of measurement; a means of specifying values of a variable or position of a point.  (Webster’s Third New International Dictionary)  Characteristics of a good metric: must be specific so that it targets areas to be measured, must be measurable so that objective data can be collected, must be relevant so that it avoids measuring performance that is not important, must be simple so that it is easy to understand and provides impact. (J7/J8 Joint Concept Development Terms of Reference)
Military Support to Civilian Law Enforcement Agencies (MSCLEA:  A mission set of DoD support to civil authorities that include to civilian law enforcement agencies.  This includes but is not limited to: combating terrorism, counter-drug operations, border patrol augmentation, and critical infrastructure protection (JP 3-26 draft).
Mission Capability Area:  A grouping of task-related mission capability elements that enable the JFC to execute specific mission objectives (Authors).
Mission Capability Element:  Refers to specific protection tasks, e.g., maritime interdiction.  When modified by ‘the ability to’ the MCE becomes a protection capability.
National Air & Space Defense:  All measures of homeland defense taken to deter, defeat or nullify hostile air, missile, and space threats, against US territory, domestic population, and critical infrastructure (Joint Staff J7, modified JP 1-02 definition of aerospace defense).

National Cyber Defense:  All defensive measures of homeland defense taken to detect, deter, defeat, or nullify hostile cyber threats against US territory, domestic population, and defense critical infrastructure. Note: only encompasses defensive Information Operations (IO), particularly information protection (no source).

National Land Defense:  All measures of homeland defense taken to deter, defeat or nullify hostile land threats against US territory, domestic population, and critical infrastructure (Joint Staff J7).
National Maritime Defense:  All measures of homeland defense taken to deter, defeat or nullify hostile maritime threats against US territory, domestic population, and critical infrastructure (Joint Staff J7).

Network-Centric Operations:  An information (decision) superiority-enabled concept of operations that generates increased combat power by networking sensors, decision makers, and shooters to achieve shared awareness, increased speed of command, higher tempo of operations, greater lethality, increased survivability, and a degree of self-synchronization.  (Final Draft, U.S. Joint Warfare and Crisis Resolution)

Non-proliferation:  Measures taken by the Department of Defense (DoD) to provide for the stoppage of proliferation.

Operational Architecture: Descriptions of tasks, operational elements and information flows required to accomplish or support a warfighting function. (C4ISR Architecture Framework Version 2.0, 18 Dec 97)
Operational View: A description of the tasks and activities, operational elements, and information flows required to accomplish or support a military operation.  Defines the types of information exchanged, the frequency of exchange, which tasks and activities are supported by the information exchanges and the nature of information exchanges in detail sufficient to ascertain specific interoperability requirements. (C4ISR Architecture Framework Version 2.0, 18 Dec 97)  
Passive Air Defense:  All measures, other than active air defense, taken to minimize the effectiveness of hostile air and missile threats against friendly forces and assets.  These measures including camouflage, concealment, deception, dispersion, reconstitution, redundancy, detection and warning systems, and the use of protective construction.  (JP 3-01)
Passive Defense:  Measures taken to reduce the probability of and to minimize the effects of damage caused by hostile action without the intention of taking the initiative.  (JP 1-02)
Physical Security:  That part of security concerned with physical measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material, and documents; and to safeguard them against espionage, sabotage, damage, and theft. (JP 1-02)
Prevent/Deter:  Deter, dissuade, or restrict an adversary from conducting hostile actions against friendly personnel, physical assets, or information.


Preemption: Offensive operations taken to destroy, neutralize, or suppress an adversary’s capability to conduct hostile actions against friendly personnel, physical assets, or information.

Prevention:  The security procedures undertaken by the public and private sectors in order to discourage terrorist acts.  2. In space usage, measures to preclude and adversary’s hostile use of United States or third-party space systems and services.  Prevention can include diplomatic, economic, and political measures. (JP 3-14)
Protection:  Measures that are taken to keep nuclear, biological, and chemical hazards from having an adverse effect on personnel, equipment, or critical assets and facilities.  Protection consists of five groups of activities: hardening of positions; protecting personnel; assuming mission-oriented protective posture; using physical defense measures; and reacting to attack.  In space usage, active and passive defensive measures to ensure that United States and friendly space systems perform as designed by seeking to overcome an adversary’s attempts to negate them and to minimize damage if negation is attempted. (JP 3-14)
Protection of Information: Active and passive measures taken to protect, monitor, analyze, detect and respond to unauthorized activity within DoD information systems and computer networks.  

Protection of Personnel:  Active and passive measures taken to protect military and selected/designated personnel from the effects of kinetic, non-kinetic, chemical, biological, nuclear, explosive projectiles and directed enemy weapons.

Protection of Physical Assets:  Active and passive measures taken to accomplish the assurance of assets that provide services that DoD requires to enable it to accomplish missions to deter aggression, project forces overseas and conduct operations. 

Range-of-Military-Operations (ROMO):  Operations that encompass the use of military capabilities across the range-of-military-operations, including war and those short of war.  These military actions can be applied to complement any combination of the other instruments of national power and occur before, during, and after war.  (Derived from Joint Pub 1-02)
Recover:  Recovery (and reconstitution) includes actions taken by one nation prior to, during, and following an attack by an enemy nation to minimize the effects of the attack, rehabilitate the national economy, provide for the welfare of the populace, and maximize the combat potential of the remaining forces and supporting activities.  JP 1-02)


Responsive and Tailorable Organizations: Proficient, cohesive, task-organized, and networked teams using common procedures, and relevant information capable of responding rapidly to plan and execute a broad range of military operations.

Responsiveness: The ability to plan, execute, and assess effectively. Many military actions must be taken within a window of opportunity, which will vary in each situation. 

Restrict:  To confine with bounds; restrain; (element of prevent/deter that limits actions of an adversary).


Robustness: The ability to perform effectively across a range of conditions, circumstances, and missions. 

Security:  Measures taken by a military unit, activity, or installation, to protect itself against all acts designed to or which may impair its effectiveness.  A condition that results from the establishment and maintenance of protective measures that ensures a state of invulnerability from hostile acts or influence. (JP 1-02)  

Space Control:  Combat, combat support, and combat service support operations to ensure freedom of action in space for the United States and its allies and, when directed, deny an adversary freedom of action in space.  The space mission control mission area includes: surveillance of space; protection of US and friendly space systems; prevention of an adversary’s ability to use space systems and services for purposes hostile to US national security interests; negation of space systems and services used for purposes hostile to US national security interests; and directly supporting battle management, command, control, communication, and intelligence.  (This term and its definition modify the existing term “space control operations” and its definition and are approved for inclusion in the next edition of JP 1-02) (JP 3-14)
Superior Decision Making:  Leadership and supporting capability to generate alternative actions, identify selection criteria, and assess alternatives to decisively control operational situations.  Includes the use of automation in exchange, fusion and understanding of information relevant to rapid collaboration, knowledge-based decision-making.
Synchronization: (1) The arrangement of military actions in time, space, and purpose to produce maximum relative combat power at a decisive place and time and (2) in the intelligence context, application of intelligence sources and methods in concert with the operation plan (JP 2-0) (JP1-02). 

Warn:  Responsively react to actionable intelligence regarding adversary plans and actions directed against friendly personnel, physical assets, or information by disseminating warnings or predictions in a timely, accurate, and unambiguous manner; Specifically, warning includes the acknowledgement and communication of dangers implicit in a wide spectrum of activities by potential adversaries ranging from routine defense measures, to substantial increases in readiness and force preparedness, and to acts of terrorism or political, economic, or military provocation;  Operating procedures, practices or conditions which may result in injury or death if not carefully observed or followed.  (JP 1-02)

Weapons of Mass Destruction (WMD:.  Weapons capable of a high order of destruction and/or being used in such a manner as to destroy large numbers of people.  Weapons of mass destruction can be high explosives or nuclear, biological, chemical, and radiological weapons, but exclude the means of transporting or propelling the weapon where such means is a separable and divisible part of a weapon.(JP 1-02)
Appendix C

Acronyms 
ABMA
Automated Battle Management Aids

AMD
Air and Missile Defense

AOR
Area of Responsibility

AT
Anti-Terrorism

BA
Battlespace Awareness

BAJFC
Battlespace Awareness Joint Functional Concept

C2
Command and Control

C4I
Command, Control Communication, Computers and Intelligence

C4ISR
Command, Control, Communications, Computers, Intelligence,


Surveillance and Reconnaissance

CbtWMD
Combating Weapons of Mass Destruction

CBRN
Chemical, Biological, Radiological, and Nuclear

CBRNE
Chemical, Biological, Radiological, Nuclear, or High Yield



Explosives

CIA
Central Intelligence Agency

CID
Combat Identification

CIP
Critical Infrastructure Protection

CJCS
Chairman of the Joint Chiefs of Staff

CJCSI
Chairman of the Joint Chiefs of Staff Instruction

CM
Consequence Management

CND
Computer Network Defense

COCOMS
Combatant Commands

CONPLAN
Concept Plan

CP
Counter-Proliferation

DART
Defense Adaptive Red Team

DoD
Department of Defense

DOTMLPF
Doctrine, Organization, Training, Materiel, Leadership and Education, 


Personnel, and Facilities

DPG
Defense Planning Guidance

EP
Electronic Protection

FAA
Federal Aviation Administration

FAJFC
Force Application Joint Functional Concept

FBI
Federal Bureau of Investigation

FC
Functional Concept

FLJFC
Focused Logistics Joint Functional Concept

FP
Force Protection

GWOT
Global War on Terrorism

HAS
Homeland Air Security

HASCC
Homeland Air Security Coordination Center

HLD
Homeland Defense

HLS
Homeland Security

HUMINT
Human Intelligence

ICBM
Intercontinental Ballistic Missile

IDA
Institute for Defense Analysis

IFC
Integrated Fire Control

IMD
Integrated Missile Defense

IO
Information Operations

IPL
Integrated Priority List

ISB
Intermediate Staging Bases

JCIDS
Joint Capability Integration and Development System

JF
Joint Force

JFC
Joint Force Commander or Joint Functional Concept

JIA
Joint Integrated Architecture

JIC
Joint Intelligence Center 

JOA
Joint Operating Area

JOC
Joint Operating Concept

JOpsC
Joint Operations Concepts

JP
Joint Publication

JROC
Joint Requirements Oversight Council

JROCM
Joint Requirements Oversight Council Memorandum

JSLIST
Joint Service Lightweight Integrated Suit Technology

JTAMD
Joint Theater and Missile Defense

JTAMDO
Joint Theater and Missile Defense Organization

JV
Joint Vision

LEA
Law Enforcement Agencies

MASINT
Measurement and Signature Intelligence

MCA
Mission Capability Areas

MCO
Major Combat Operations

MCObj
Mission Capability Objective

MCE
Mission Capability Element

MCEsub
Mission Capability Sub-Element

MOOTW
Military Operations Other Than Warfare

MSCLEA
Military Support to Civilian Law Enforcement Agencies

NAASC
North American Aerospace Surveillance Council

NBC
Nuclear, Biological, and Chemical

NCW
Network-Centric Warfare

NMS
National Military Strategy

NORAD
North American Aerospace Defense Command

NP
Non-Proliferation

NSA
Non-State Actor

NSCbT
National Strategy for Combating Terrorism

NSHLS
National Strategy for Homeland Security

NSS
National Security Strategy

OA
Operational Architecture

OE
Operational Environment

OPLAN
Operations Plan

OV
Operational Vision

PIA
Protection Integrated Architecture

PJFC
Protection Joint Functional Concept

PMESII
Geo-Political, Military, Economic, Social, Infrastructure, and Information POC


Point of Contact

POD
Point of Debarkation

POE
Point of Embarkation

PPBS
Planning, Programming, and Budgeting System

QDR
Quadrennial Defense Review

ROE
Rules of Engagement

ROMO
Range of Military Operations

ROTA
Release Other Than Attack

SC
Space Control

SD
Strategic Deterrence

SIAP
Single Integrated Air Picture

SIGINT
Signals Intelligence

SIGP
Single Integrated Ground Picture

SIMP
Single Integrated Maritime Picture

SLBM
Submarine-Launched Ballistic Missile

SO
Stability Operations

TAMD
Theater Air and Missile Defense

TPG
Transformation Planning Guidance

UAV
Unmanned Aerial Vehicle

USCG
United States Coast Guard

USCS
United States Customs Service

USG
United States Government

WCAID
Warfighting Capability Area Integration Division

WMD
Weapon(s) of Mass Destruction

Appendix D

Protection Attributes


The matrix above illustrates relationships between capabilities and the protection attributes discussed in Chapter 5 (Capabilities, Attributes and Metrics).  An X in one of the boxes indicates that the capability listed provides the ability to attain the desired attribute. Metrics must be developed in order to measure how well the capabilities fulfill the indicated attributes.

Appendix E 

Mission Capability Areas/Mission Capability Elements Matrix 

[image: image2.emf]Protect Personnel  Protect Physical Assets  Protect Information

Combating WMD

Combating WMD Combating WMD

Maritime Defense

Maritime Defense Maritime Defense

Air and Missile Defense

Air and Missile Defense Air and Missile Defense

Defensive Counterspace

Defensive Counterspace Defensive Counterspace

Force Health Protection

Critical Infrastructure (Both military 

and civilian)

Intrusion Protection, Detection 

and Response

Personal Safety

Facilities Attack Sensing and Warning

Counterdrug

Electronic Protection Preemptive Defensive Actions

NEO

Physical Infrastructure 

Defensive Deception and PSYOP

Rear Area Security

Personnel Recovery

Logistic LOCs

Improvised Explosive Devices

Insensitive Munitions/ Ordnance 

Safety

Explosive Ordance

 

Disposa

l


This matrix shows the relationship between the Protection Mission Capability areas and various Mission Capability Elements (MCEs).  This matrix is an illustrative example only.  It is not a closed list of all necessary MCEs.  Additional MCEs will be determined by various means to include operational architecture development and senior level guidance.  

Employment of capabilities codified in individual MCEs, will be described in detail by appropriate enabling concepts.  As an example, the TAMD 2010 and HAS enabling concepts describe the Air and Missile Defense MCE. Whereas, for Maritime Defense an appropriate enabling concept(s) will address key capabilities such as the ability to protect the Joint Force from submarine threats; ability to support power projection by facilitating enhanced sea-basing (which will most likely play an increased role in future operations); and describe the ability to conduct mine countermeasures and maritime interdiction.
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Relationship to Joint Operating Concepts 
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“There are many threats against this nation, and they will take many forms.  They range from the threat of major war to the faceless threat of terror.” 


       – Quadrennial Defense Review

















What Protection Requires


	- Situational understanding


	- Identification of key theater/operational nodes


	- Support to recovery operations 











What Protection Requires


    	- Integration and synchronization of personnel, physical assets and information


	- Allocation of proper resources to ensure adequate protection 











What Protection Requires


	- Ability to assess, plan, make timely and accurate decisions


	- Situational awareness


	- Access to information


	


  


 


 What Protection Requires


	- Effective reaction to and recovery from adversary effects


	- Situational Awareness











Appendix G�


Relationship to Other Functional Concepts





Focused Logistics


What Protection Provides


	- Security of end to end sustainment, deployment, and redeployment pipeline


	- Protection of nodes and links comprising the pipeline


Force Application


What Protection Provides


	- Protection of deployed joint and multinational forces (to include non-maneuver forces) in route to theater and in the area of operations. 


	- Freedom of action, agility to maneuver and engage


Command and Control


What Protection Provides


	- Protection of communications and information systems


	- Ability to execute C2 functions


	- Ability to recover in a minimum amount of time


	-  Ability to develop and sustain adaptive command processes


Battlespace Awareness


What Protection Provides


	- Detection, assessment, warning and deterrence 


	- Recovery from adversary actions


	  





What Protection Requires


	- Sustainment of protection forces


	- Identification of key theater/operational nodes


	- Support to recovery operations 





What Protection Requires


    	- Integration and synchronization of personnel, physical assets and information


	- Allocation of proper resources to ensure adequate protection 











What Protection Requires


	- Ability to assess, plan, make timely and accurate decisions


	- Virtual connectivity


	- Access to information


	- Situational awareness 


  








What Protection Requires


	- Effective reaction to and recovery from adversary effects


	- Situational Awareness








Director of Force Structure, Resources and Assessment (J8), Joint Staff


Protection Assessment Division











Available at www.dtic.mil/jointvision

















Major Combat Operations


What Protection Provides


	- Force health protection


	- Force, systems, process security


	- Protection during for entry/exit


	- Air and Missile Defense


	- Detect, warn, identify, defend, recover from attacks


Stability Operations


What Protection Provides


	- Protection of deployed joint and multinational forces (to include non-maneuver forces) in route to theater and in the area of operations.


	- Force health protection 


	- Ability to operate in a WMD environment


Strategic Deterrence


What Protection Provides


	- Ability to conduct operations across all domains


	- Air, land, sea, space defense


	- Ability to recover in a minimum amount of time


	- Ability to rapidly position forces


Homeland Security


What Protection Provides


	- Detection, assessment, warning 


	- CBRND, air/missile defense 


	- Force health protection


	- Consequence management








� Derived from definitions of “security” and “force protection” in JP 01-2 and JV 2020, p.32, this definition, as modified by the Protection Task Force Working Group chaired by the Joint Staff/J-8/Protection Assessment Division, once approved, will be submitted in accordance with current procedures.
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